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A REVIE: 2) %E+AVI2URAL RESEAR&+  
21 'ATA SE&URITY 

Martin MaJuire, NatKan Stuttard, AndreZ Morris, Eleanor Harvey 

AEsWracW 

Protection oI conIidential inIormation or data Irom beinJ leaNed to tKe public is a JroZ-
inJ concern amonJ orJanisations and individuals. TKis paper presents tKe results oI tKe 
searcK Ior literature on beKavioural and security aspects oI data protection. TKe topics 
covered by tKis revieZ include a summary oI tKe cKanJes brouJKt about by tKe EU 
GDPR (General Data Protection ReJulation). It covers Kuman and beKavioural aspects oI 
data protection, security and data breacK or loss (tKreats), IT arcKitectures to protect data 
(prevention), manaJinJ data breacKes (mitiJation), risN assessment and data protection 
audits. A distinction is made betZeen tKreats and prevention Irom ZitKin an orJanisation 
and Irom tKe outside. 

Summary� 1. Introduction. ± 2. Human Aspects oI Data Protection. ± 2.1. AZareness and 
understandinJ oI potential data loss. ± 2.2. Human error. ± 2.3. TKeory oI Planned Be-
Kaviour. ± 2.4. Protection motivation tKeory. ± 2.5. SelI-eIIicacy. ± 2.6. Deterrence tKeo-
ry and Sanctions. ± 2.7. Trust and Acceptance� HoZ people Ieel about tKeir personal data 
and its uses. ± 2.8. Security BeKaviours� HoZ people treat tKeir personal data and tKe 
problems tKat could arise. ± 2.9. Personality tKeory. ± 3. Security and data loss (tKreats). 
± 3.1. WitKin an orJanisation. ± 3.2.Outside an orJanisation. ± 4. IT arcKitectures to pro-
tect data (prevention). ± 4.1. WitKin an orJanisation ± Prevention. ± 4.2. Outsiders ± pre-
vention. ± 5. ManaJinJ data breacKes (mitiJation). ± 6. RisN assessment and data protec-
tion audit.  

1� InWroGucWion 

TKe General Data Protection ReJulation (GDPR) Karmoni]es data protection 
laZs in tKe EU tKat are Iit Ior purpose in tKe diJital aJe. By introducinJ a sinJle 
laZ, tKe EU believes tKat it Zill brinJ better transparency to Kelp support tKe 
riJKts oI individuals and JroZ tKe diJital economy. 

TKe GDPR imposes neZ rules on companies, Jovernment aJencies, non-
proIits, and otKer orJani]ations tKat oIIer Joods and services to people in tKe 
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EU, or tKat collect and analyse data tied to EU residents. Even orJani]ations 
outside Europe need to be compliant, or otKerZise Iace siJniIicant penalties. 

TKe primary obMective oI tKe GDPR is to Jive citi]ens bacN control oI tKeir 
personal data. From an economic standpoint, tKe GDPR aims to simpliIy tKe 
reJulatory environment Ior international business by uniIyinJ tKe reJulation 
ZitKin tKe EU. 

TKe GDPR reinIorces tKe need Ior orJanisations to collect, manaJe and pro-
tect tKeir data in responsible and secure manner. TKere are many aspects oI tKis 
activity tKat directly relates to Kuman beKaviour, ZKetKer it is employees beinJ 
aZare oI data security policy and puttinJ it into practice and adoptinJ proce-
dures tKat protect tKe orJanisation Irom data loss tKrouJK carelessness or Irom 
data breacKes due to planned and tarJeted beKaviour. 

TKis paper revieZs literature on tKe beKavioural aspects oI data security 
ZitKin an orJanisation and by its employees. It can Iorm a basis Ior tKinNinJ 
about data security and developinJ procedures Ior NeepinJ data secure. 

2� +uman AspecWs of 'aWa ProWecWion 

It Kas been sKoZn tKat very oIten, people are tKe ZeaN linN in a data protec-
tion system. Not only are tKey prone to error and poor decisions, but tKeir be-
Kavioural patterns can be tracNed maNinJ tKem tarJets Ior attacNs. TKey are un-
predictable and uniTue ZKicK maNes desiJn solutions cKallenJinJ. TKey vary 
Zidely in tKeir NnoZledJe and perceptions oI security. TKeir beKaviours contra-
dict tKeir attitudes. TKey are ill-inIormed oI tKe danJers. TKey are apatKetic be-
cause oI tKe pace oI cKanJe. TKey are deceived by services tKey trust. TKey are 
easily persuaded to sKare data Ior small Jains liNe popularity. TKe privacy para-
do[, beKavioural tarJetinJ, and motivations Ior sKarinJ inIormation are Ney top-
ics.  

2�1� Awareness anG unGersWanGing of poWenWial GaWa loss 

Information security awareness 

In Jeneral, aZareness oI inIormation security policies ZitKin orJanisations is 
Tuestionable. For e[ample, one study Iound tKat only 15� oI tKeir sample oI 
university employees Zere aZare oI tKe contents oI tKeir inIormation security 
policy, ZKile only 25� oI employees practiced appropriate inIormation security 
beKaviours durinJ ZorN (MoTuin and WaNeIield, 2016). Indeed, more recent 
evidence revealed tKat 40� oI employees, ZKen Tuestioned about tKeir compa-
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ny¶s security policy, stated tKat tKey NneZ notKinJ about tKe policy and recom-
mended tKat inIormation security aZareness traininJ be implemented.  

InIormation security aZareness traininJ Kas been used to boost employee¶s 
enJaJement ZitK inIormation security policies. For e[ample, AlNalbani et al 
(2015) Iound tKat aZareness traininJ siJniIicantly inIluenced compliance to-
Zards adoptinJ inIormation security compliance in orJanisations. It Kas also 
been demonstrated tKat ZKen employees are made aZare oI a company¶s inIor-
mation security policy, tKey tend to be more competent ZitK reJards to carryinJ 
out cybersecurity beKaviours, compared to employees ZKo Kave not been made 
aZare.  

Aspects oI previously described tKeory are also relevant ZitK reJards to rais-
inJ aZareness oI inIormation security policies. For e[ample, as tKis lecture Kas 
already e[plored, tKreat appraisal is important ZitK reJards to compliance ZitK 
inIormation security practices. HoZever, in tKe same vein, aZareness oI securi-
ty tKreats drives tKis Iormation oI belieIs. TKereIore, botK protection motivation 
and aZareness are important Ior compliance ZitK inIormation security policies. 

InIormation security aZareness traininJ can also alter speciIic computer re-
lated beKaviours. CreatinJ lonJer and stronJer passZords is one outcome oI in-
Iormation security aZareness traininJ. OtKer approacKes include usinJ pKisKinJ 
education proJrams. PKisKinJ reIers to an attempt to Jain electronic access to 
sensitive inIormation sucK as passZords by masTueradinJ as a seeminJly trust-
ZortKy entity, and usually occurs in tKe Iorm oI a malicious linN ZitKin an email. 
II sucK a linN is clicNed on, it may alloZ loJon details/ passZords to be e[tract-
ed. PKisKinJ education proJrams aim to spread aZareness oI tKis tKreat and pro-
vide subseTuent traininJ in KoZ to deal ZitK sucK problems. In one study, tKe 
number oI times a pKisKinJ linN Zas clicNed on decreased as tKe study Zent on, 
suJJestinJ tKat users¶ Zere learninJ about tKe potential tKreat (Jansson and 
Solms, 2013). 

Social networks 

TKe privacy risNs oI social netZorNs Kave JroZn e[ponentially since incep-
tion. Even an account ZKicK does not list any inIormation still reveals a social 
JrapK ZKicK can be analysed to inIer personal inIormation (ANcora et al., 2012).  

RisNs ina number oI areas oI social media Kave been researcKed includinJ� 
bullyinJ (ANcora et al., 2012), crime (Iraud and burJlary), stalNinJ, reJret 
(GKiJlieri et al., 2014) Kelicopter parentinJ, micromanaJement oI staII (CKeunJ, 
2014), vulnerable to malZare and even cyber-ZarIare (Crossler and BplanJer, 
2014), tKreats to orJanisations iI employees post ZorN-related inIormation oI 
social media (MoloN et al., 2010) 

HealtK terms (i.e., PreJnancy, Depression, Breast Cancer), Job terms (i.e., 
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Analyst, Senior Analyst in NeZ YorN), Travel terms (i.e., travelinJ Irom Napoli 
CapodicKino to NeZ YorN (JF.) and travel dates) Kave also been considered as 
sensitive inIormation (Malandrino et al., 2013) 

In tKe deIault settinJs, IriendinJ on FacebooN aIIords tKat µIriend¶ Iull access 
to tKe user¶s proIile, and µIriends oI Iriends¶ almost as mucK ± on averaJe tKis 
amounts to 16,900 stranJers. Would users comIortably sKare tKis mucK personal 
inIormation ZitK tKis many Iriends and stranJers oIIline" FurtKermore, tKe risN 
increases ZKen considerinJ tKe substantial number oI connections tKrouJK so-
cial media ZKo Kave only met virtually, not pKysically. (ANcora et al., 2012). 
FacebooN is Jood at mitiJatinJ tKreats Irom outsiders but poor ZitKin a user¶s 
e[istinJ Iriend netZorN (Spiliotopoulos and OaNley, 2013) 

UnIortunately, studies Kave sKoZn tKat users are not used to speciIyinJ pri-
vacy settinJs and very rarely cKanJe tKe permissive deIault settinJs (ANcora et 
al., 2012) ± tKey do not NnoZ ZKo can access tKeir content or KoZ to cKanJe 
tKis (BerJstr|m, 2015� GKiJlieri et al., 2014). Matters are made Zorse by pro-
viders ZKo constantly cKanJe privacy settinJs to maNe personal data more visi-
ble (GKiJlieri et al., 2014) liNe FacebooN Places ZKicK arJuably never obtained 
valid consent to sKare tKese data and does not provide a Zay to disable it 
(CKeunJ, 2014).  

µEven aIter numerous press reports and Zidespread disclosure oI leaNaJes on 
tKe Web and on popular Online Social NetZorNs, many users appear not be Iul-
ly aZare oI tKe Iact tKat tKeir inIormation may be collected, aJJreJated and 
linNed ZitK ambient inIormation Ior a variety oI purposes¶. Free OSN services 
are paid Ior by advertisinJ, ZKicK in turn is paid Ior by users ZitK increasinJ 
amounts oI tKeir personal data, alloZinJ Iirms to tarJet tKeir campaiJn (Malan-
drino et al., 2013). Most oI tKe economic value in data is in purposes otKer tKan 
tKat ZKicK it Zas collected Ior (Bartolomeo et al., 2013). 

People may be aZare oI tKe privacy oI content oI messaJes or posts tKey 
send, but usually IorJet tKe metadata attacKed to tKese ZKicK could alloZ a 
tKird-party to tracN tKeir location and social connections (Bartolomeo et al., 
2013)  

Many users are unaZare tKat pKotos taNen on tKeir smart pKones are Jeo-
taJJed ZitK a location ZKicK is tKen made available to tKird-parties ZKen tKey 
upload tKese imaJes to social media, maNinJ tKem vulnerable to attacNs 
(CKeunJ, 2014) 

³AccordinJ to a 2012 nationZide survey oI 2254 adults by tKe PeZ ResearcK 
Centre in tKe US, 54� oI app users decided not to install cell pKone app aIter 
tKey discovered KoZ mucK personal data tKey Zould need to sKare to use it´ 
(Boyles et al., 2012). 

AdvertisinJ companies claim to aJJreJate data, so individuals are not identi-
Iiable, but tKis Zas not Iound to be tKe case (CKeunJ, 2014). TKe GDPR recoJ-
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nises tKe need Ior anonymisation and also provides Juidance on pseudonymisa-
tion ZKere personally identiIiable inIormation Iields ZitKin a data record are re-
placed by one or more artiIicial identiIiers, or pseudonyms. 

Prevention 

Tools on social netZorNinJ sites are emerJinJ ZKicK support users¶ more 
privacy-aZareness (sucK as controllinJ access based on relationsKips or settinJ 
privacy preIerences). HoZever, (ANcora et al., 2012) arJue tKese tools do not do 
enouJK to raise aZareness oI tKe potential risNs tKat sKould Iorm tKe basis oI us-
er decisions about disclosure.  

Data Loss Prevention (DLP) is Zell-establisKed in enterprise environments to 
prevent leaNs due to Kuman error, but in a personal conte[t DLP is an emerJinJ 
Iield. WKile enterprise DLP scans content, ZarninJ oI and blocNinJ unautKorised 
communication, in personal DLP tKe Iinal cKoice lies ZitK tKe user maNinJ it 
more important to maNe tKem aZare oI tKe risNs (GKiJlieri et al., 2014). 

Hull (2015) arJues puttinJ selI-manaJement in sucK a prominent position in 
privacy laZ alloZs privacy as a commodity tKat can be bouJKt and sold and ac-
tually Iacilitates its abuse and erosion.  

Attitude to risN varies betZeen individuals so tools Kave been developed 
based on users beKaviours. (ANcora et al., 2012) developed an alJoritKm ZKicK 
learns users¶ attitude to risN based on tKeir responses to Tuestions about sample 
proIiles and sets tKeir privacy preIerences accordinJly. (GKiJlieri et al., 2014) 
developed a tool ZKicK supports selI-assessment oI FacebooN posts based on 
learninJ Irom users¶ previous activity. 

Bartolomeo et al. (2013) calls Ior Ile[ible, timely and eIIicient Zays Ior us-
ers to cKanJe tKeir privacy preIerences and stresses tKe linN betZeen social and 
tecKnical aspects oI data protection - tKe empKasis sKould be on KoZ tKe data is 
used, not tKe data itselI. In line ZitK GDPR, Ke proposes a system oI user-
Iriendly µlicences¶ ZKicK alloZ users to subscribe to a µprivacy pacNaJe¶ and re-
evaluate it ZKen it e[pires ± simpliIyinJ tKe processes and JivinJ users more 
options tKan a binary ticN bo[.  

(Terada et al., 2016) analysed PC loJs to identiIy beKaviours and psycKoloJ-
ical cKaracteristics oI people most liNely to e[perience a cyber-attacN� For in-
stance people ZKo spent tKe sKortest amount oI time readinJ tKe terms and con-
ditions Kave a stronJ beneIit perception (bias) ZKereas tKose ZKo avoid Ney 
presses ZKen tKe PC Iree]es are risN averse. TKese data could be used to predict 
risN, tarJet interventions, and select employees.  

Challenges 

Protection Motivation TKeory is a model describinJ tKe psycKoloJy tKat mo-
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tivates people to protect tKeir data (Floyd, et al. 2000 cited in (Crossler and Bp-
lanJer, 2014). Similar to risN Komeostasis (Wilde, 1982) ZKen people Ieel vul-
nerable tKey taNe actions to reduce tKe tKreat.  

One oI tKe problems oI alertinJ people about beKaviours ZKicK could com-
promise security is KoZ tKis is presented to tKe user ZitKout disruption or an-
noyance (Maurer et al., 2011). (Stoll et al., 2008) Iound many e[istinJ security 
alerts are desiJned Ior e[perts not users� TKey are te[t-based and tKreat-speciIic, 
and oIten mean tKe alerts are iJnored, ZKereas a Zell-desiJned GUI Zould sup-
port non-e[perts in maNinJ better inIormed security decisions.  

(Leon et al., 2012) Iound serious usability IlaZs ZKicK prevent users optinJ 
out oI beKavioural advertisinJ� ConIusion betZeen multiple tracNinJ services, 
inappropriate deIault settinJs, communication problems, lacN oI IeedbacN, re-
duced Iunctionality, and conIusinJ interIaces.  

Cloud computinJ is TuicNly becominJ tKe 5tK utility service ± aIter Zater, 
electricity, Jas, and telepKony ± but µtKe current state oI tKe art is not speciIical-
ly tuned to understand tKe beKaviour oI internal (employees) or e[ternal users 
(customers) oI IaaS¶ (InIrastructure as a Service) (.Kan et al., 2012). 

Many inIrastructure providers Kave desiJned Iully automated cloud systems, 
ZitK no alloZances Ior Kuman beKaviour, meaninJ once tKey are provisioned Ku-
man errors cannot be controlled. TKis is a siJniIicant risN and one many people 
are unaZare oI� GooJle promises 0.01� Ior data outaJes but tKis does not account 
Ior data loss due to Kuman error (.Kan et al., 2012). Human beKaviour is unpre-
dictable ZKicK poses a problem ZKen creatinJ scenarios to test user beKaviours 
ZitK traditional Kost-based intrusion detection systems (.Kan et al., 2012). 

2�2� +uman error 

Human error can rouJKly be tKouJKt oI as a Iailure to carry out a speciIic Mob 
or tasN, ZKicK results in tKe disruption oI scKeduled operations.  

TKere is little data on Kuman error oI end-users, most statistics are about 
losses Irom orJanisations. TKe IT policy compliance Jroup suJJests tKat 75� oI 
all data loss is due to user error (cited in .Kan et al., 2012). For incidents in-
volvinJ economic loss, 65� are caused by Kuman error compared to 3� e[ter-
nal tKreats. Human error cannot be controlled by tecKnical solutions alone so 
individuals need to made sure tKeir data is secure (Crossler and BplanJer, 2014) 

TKe maMority oI data loss is due to Kuman error. AccordinJ to a survey con-
ducted by IBM, 47� oI all inIormation leaNaJes are due to internal Iraud or ma-
licious attacNs >tKis includes beinJ Iooled by pKisKinJ as a type oI Kuman error@, 
25� are due to Kuman error, and 29� are due to system vulnerabilities (Terada 
et al., 2016). 
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Human error Kas diIIerent deIinitions. HoZever, one Zay in ZKicK error Kas 
been deIined Zas by James Reason (1990). Reason provides diIIerent deIini-
tions oI error. 

Reason deIines error in relation to intentional actions.  

± A slip occurs ZKen an everyday, Iamiliar tasN Iails to Jo as tKe person in-
tended. An e[ample oI tKis could be operatinJ tKe ZronJ sZitcK ZKile operatinJ 
a crane. 

± Lapses cause a user to IorJet to carry out an action/lose tracN oI a tasN, due 
to distraction or interruptions.  

± A mistaNe occurs due to an error Irom intended actions not acKievinJ tKeir 
desired outcome, in otKer Zords, tKe Joal or plan Zas ZronJ. TKus, a mistaNe 
occurs ZKen a user does tKe ZronJ tKinJ, believinJ it to be correct. A mistaNe 
involves a mismatcK ZitK reJards to mental processinJ. An e[ample oI a mis-
taNe could be a pilot sZitcKinJ oII tKe ZronJ enJine in a plane, believinJ it to 
be tKe correct enJine to sZitcK oII. In tKis situation, tKe plan is ZronJ. 

Reason also describes tZo types oI mistaNes ± rule-based and NnoZledJe 
based.  

A rule-based mistaNe occurs ZKen a beKaviour or action occurs, based on 
previously remembered rules or procedures. As an e[ample oI a rule-based mis-
taNe, a vessel could be constructed, ZitK sails desiJned Ior rules and reJulations 
concerninJ tKe Zind speeds oI tKe NortK Sea. HoZever, tKat same vessel could 
tKen later be deployed in tKe arctic sea, ZKere tKe Zind speeds are siJniIicantly 
diIIerent. TKe subseTuent capsi]inJ oI tKis vessel could be vieZed as a rule-
based mistaNe.  

A NnoZledJe-based mistaNe is ZKen insuIIicient NnoZledJe concerninJ a 
tasN or procedure results in a solution ZKicK is inappropriate Ior tKe problem. In 
tKe case oI tKe vessel described previously, tKe captain may not Kave NnoZn 
KoZ to properly evacuate tKe sKip, resultinJ in tKe droZninJ oI Kis creZ. 

Human error is an e[tremely important issue ZitK reJards to data and GDPR. 
At some estimates, 75� oI all data loss is caused by Kuman error. IBM esti-
mates tKat around 46� oI all inIormation leaNaJes are caused by internal Iraud 
or malicious attacN. 

Social enJineerinJ (ZKere someone is tricNed into complyinJ ZitK malicious 
instructions) account Ior 97� oI malZare attacNs. It is important to address tKe 
problem oI Kuman error, in order to mitiJate tKe potential losses incurred by a 
data breacK. TKis is especially important, Jiven tKe increased poZers Ior Iines 
Irom tKe GDPR reJulations. 

Human error can occur in a variety oI diIIerent Zays. For instance, Evans et 
al (2019) analysed a number oI inIormation security incidents, usinJ a neZly 
developed tool, in order to e[plore tKe causes and circumstances oI inIormation 
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security. TKe study Iound tKat 90� oI tKe Kuman errors identiIied Zere due to 
commission, or in otKer Zords, tKe person completed tKe reTuired tasN, but did 
not complete it correctly.  

One oI tKe most broadly cited reasons Ior Kuman error concerns tKe orJani-
sation itselI. For instance, LinJinlal et al (2009) analysed a number oI inter-
vieZs ZitK IT privacy oIIicers in KealtKcare orJanisations. TKe autKors identiIy 
tKat tKe top tKree causes oI data breacKes relate to orJanisational Iactors ± or-
Janisational limitations (ZorNload, turnover), an ineIIicient business process 
(manaJement) and poor monitorinJ (little or no enIorcement or penalties Ior not 
IolloZinJ inIormation security Juidelines). 

ResearcK Kas also sKoZn tKat tKere may be a tecKnoloJical slant to data re-
lated errors. For instance, security related tecKnostress (ZKicK reIers to stress 
caused by ZorNinJ ZitK computer tecKnoloJy on a daily basis) Kas been sKoZn 
to neJatively aIIect compliance ZitK data security policies, as Zell as impactinJ 
tKe errors made by inIormation security staII. TKis Kas implications, certainly 
Ior tKe persons approacK to Kuman error.  

ETually, aspects sucK as security culture and policy implementation, and 
communication Kave been sKoZn to be important in e[plaininJ tKe cause oI in-
Iormation security violations.  

WorNload is also relevant ZitK reJards to Kuman error in inIormation securi-
ty. For instance, AlbrecKtsen et al (2007) e[plored tKe reasons Ior inIormation 
security related errors, ZitK a sample oI inIormation security personnel. TKis 
study Iound tKat ZorNers ZKo Kad a KiJK inIormation security ZorNload e[peri-
enced conIlict ZitK reJards to conIorminJ to inIormation and data security 
Juidelines. TKese IindinJs Kave been replicated across otKer inIormation securi-
ty related studies (.raemer et al., 2006� .raemer and Carayon, 2007).  

In terms oI privacy related data breacKes, researcK Kas sKoZn tKat a number 
oI diIIerent Iactors are relevant ZitK reJards to causation. For instance, in cases 
ZKere computer eTuipment and sensitive data Kas been stolen, tKe cause at-
tributed to tKis is a lacN oI under empKasis/ understandinJ oI data protection 
policies (LinJinal et al., 2009). OtKer causes identiIied are inappropriate sNill 
ZitK reJards to usinJ computer related eTuipment, as Zell as insuIIicient moni-
torinJ by IT manaJement. Social enJineerinJ and employee manipulation are 
otKer cited causes oI privacy breacK incidents. 

A prominent tKeory concerninJ Kuman error Zas proposed by James Reason, 
in 1990. TKis model breaNs doZn tKe problem oI Kuman error into tZo main ap-
proacKes ± tKe Person ApproacK and tKe system approacK. TKe Persons Ap-
proacK Iocuses on tKe individual person ZitKin tKe scenario ± to ZKat e[tent did 
tKeir actions, e.J. IorJetIulness, inattention or moral ZeaNness, contribute to tKe 
incident in Tuestion. 
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In contrast, tKe Systems approacK concentrates on tKe conditions under 
ZKicK individuals ZorN and attempts to create deIences to avert errors or reduce 
tKeir eIIects. TKe systems approacK places less empKasis on tKe individual in 
Tuestion� instead tKe institution or orJanisation as a ZKole are KiJKliJKted as be-
inJ a cause oI tKe error.  

AnotKer prominent model ZitKin tKe study oI Kuman error is tKe SZiss 
CKeese Model, also developed by Reason. TKis model posits tKat in any system, 
tKere are deIences, barriers and saIeJuards put in place. In tKe model, eacK slice 
represents sucK a deIence ± Ior instance usinJ pKysical deIences sucK as locNed 
doors or alarms, as Zell as Kuman Iactors sucK as passZord usaJe and bacNups. 
TKe model describes KoZ an incident occurs ZKen all tKe Koles simultaneously 
µline up¶, meaninJ tKat at eacK individual level oI tKe system, tKere Kas been a 
lapse or error. TKe lapses at eacK staJe oI tKe model can be attributed to one or 
botK oI tKe IolloZinJ Iactors ± active Iailures and latent conditions.  

Active Failures� TKese are unsaIe acts, ZKicK are Jenerally committed by 
people ZKo are in direct contact ZitK tKe system in Tuestion 

Latent conditions� TKis describes conditions ZKicK may remain inactive until 
tKe actual event occurs. Latent conditions may translate into ZorNplace condi-
tions ZKicK invite error and may leave ZeaNness ZitKin tKe system.  

As an e[ample, in data manaJement, a person may not use a passZord cor-
rectly (an active Iailure), ZKicK may be brouJKt about by tKe conditions oI tKeir 
ZorNplace, i.e. tKe inIormation security policy may be poorly enIorced.  

In terms oI reducinJ Kuman error in data and inIormation KandlinJ, tKere is 
no clear cut solution, or solutions. TKere are a number oI Zays in ZKicK Kuman 
error miJKt be prevented or reduced. One Zay is tKrouJK promotinJ tKe inIor-
mation security policy oI tKe company. ResearcK Kas sKoZn tKat employees 
ZKo read and understand tKe inIormation security policy Kave an enKanced and 
better understandinJ oI it. TKis Kas implications Ior manaJement, as Kuman re-
lated errors and risN may be mitiJated, iI sucK education and aZareness is pro-
moted. AnotKer Zay to reduce tKe errors in inIormation security is tKrouJK or-
Jani]ation-Iocused strateJies include implementinJ strinJent administrative 
measures, reenJineerinJ ZorNIloZs, and creatinJ better ZorN environments 
aimed at IacilitatinJ botK preventive and corrective coJnitive interventions. A 
paper by Sommestad et al (2014) concisely summarises diIIerent orJanisational 
interventions and measures ZKicK may be useIul Ior ensurinJ compliance ZitK 
inIormation security policies. For instance, tKe types oI traininJ are important, 
as are perceived beneIits and involvement. TKe remaininJ Iocus oI tKis lecture 
Zill be on compliance and motivation, in order to e[plore KoZ tKese Human 
Factors relate to data and inIormation security. 
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2��� Theory of PlanneG %ehaviour 

TKe tKeory oI planned beKaviour Zas oriJinally developed tKrouJK tKe ZorN 
oI FisKbein and AM]en (1975), ZKere it Zas oriJinally reIerred to as tKe TKeory 
oI Reasoned action. TKe main assumption oI tKis tKeory is tKat a person¶s rea-
soned decision to enJaJe in a particular beKaviour is predicted by tKeir attitude, 
subMective norms and perceived beKavioural controls. 

)igure 1� ± Representation oI tKe TKeory oI planned beKaviour 

 
WitKin tKe model, intention represent a person¶s motivation, tKat is, tKeir 

plan to e[ert eIIort to e[ercise a decision. µSubMective norms¶ reIer to a person¶s 
belieI about KoZ otKers Zould vieZ tKeir beKaviour, sKould tKey enJaJe in it. 

µPerceived beKavioural control¶ reIers to an individual¶s perception oI tKe 
ease or diIIiculty oI perIorminJ a speciIic beKaviour.  

µAttitude¶ reIers to KoZ tKe person vieZs tKe beKaviour, or in otKer Zords, 
tKe more Iavourable an attitude toZards a beKaviour is, tKe more liNely tKey are 
to enJaJe in tKat speciIic beKaviour.  

TKe tKeory oI planned beKaviour also maNes reIerence to social norms. So-
cial norms are essentially tKe unZritten laZs ZKicK dictate KoZ a person sKould 
beKave. 

TKe tKeory oI Planned BeKaviour can e[plain compliance ZitK inIormation 
security policies in tKe IolloZinJ Zay� II an employee perceives tKat tKey pos-
sess suIIicient capacity to carry out a security related tasN (perceived beKaviour-



 

Section I� ArWicles 
European Journal of Privacy Law & Technologies 1 | 2018 

2� 

al control), Kas a positive attitude toZards complyinJ ZitK tKe policy (attitude) 
and also observes otKer people ZitKin tKe orJanisation beKavinJ in tKe same 
Zay (perceived subMective norms), tKey are liNely to comply ZitK tKese inIor-
mation security policies. 

ResearcK Kas demonstrated tKat several oI tKe tenets oI tKe TKeory oI 
Planned beKaviour are relevant Ior improvinJ employee compliance toZards tKe 
inIormation security policy oI an orJanisation. For e[ample� 

TKe tKeory oI planned beKaviour Kas indicated tKat a number oI speciIic in-
Iormation security beKaviours can be enKanced. TKese include maNinJ stronJer 
passZords and tKe intention to comply ZitK inIormation security reJulations. 
Additionally, otKer inIormation security speciIic beKaviours Kave been sKoZn to 
be linNed to tKe tKeory oI planned beKaviour. For e[ample, Glaspie and .ar-
ZoZsNi (2017) Iound tKat users ZKo perceived otKers to be compliant ZitK in-
Iormation security policies, as Zell as to be control tKemselves, Zere more liNe-
ly to comply ZitK certain beKaviours. For e[ample, users did not clicN on linNs 
sent to tKem by stranJers, updatinJ tKeir malZare settinJs more oIten and Zere 
more liNely to pay attention to security traininJ.  

FurtKermore, Bauer and Bernroider (2017) Iound tKat improvements in atti-
tude, personal and social norms are related to an increase in intention to comply 
ZitK inIormation security beKaviour. Similarly, BelanJer et al (2017) Iound tKat 
attitude plays a critical role in aIIectinJ tKe intention and eventually tKe enact-
ment oI inIormation security conIormance beKaviour, speciIically tKe usaJe oI 
stronJer passZords. 

FotK (2016) e[amined tKe role oI attitude, subMective norms and tKe per-
ceived beKavioural controls on employee¶s intention to conIorm ZitK data pro-
tection reJulations. TKe results sKoZed tKat tKese variables are important Ior en-
surinJ compliance ZitK data protection reJulations, ZitK subMective norms beinJ 
especially relevant and important.  

Similarly, ZorNJroup norms Kave also been sKoZn to be important ZitK re-
Jards to users enJaJinJ in non-malicious security violations (Guo et al., 2011). 
TKis study Iound tKat iI users perceive tKat tKey are IolloZinJ tKe similar beKav-
iours to tKeir peers, tKey are more liNely to enJaJe in tKat beKaviour, ZKetKer it 
is correct or incorrect.  

TKe IindinJs surroundinJ social norms and subMective norms are particularly 
important, as tKey suJJest tKat it is tKe internal culture oI tKe orJanisation ZKicK 
is important ZitK reJards to compliance ZitK inIormation security reJulations. 
TKus, in any Nind oI intervention, tKe people tKemselves, tKe µKuman Iactor¶ 
sKould be oI paramount importance. An intervention sKould also tarJet tKe 
Jroup, not simply individuals, in order to ensure tKat all tKe Jroup are Iamiliar 
ZitK tKe reJulations. As GDPR brinJs neZ updates to policy, tKis is particularly 
important.  
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2��� ProWecWion moWivaWion Wheory 

Protection Motivation TKeory Zas oriJinally created by R.W RoJers in 1975 
and Zas IurtKer developed in 1983. TKe basic idea oI protection motivation tKe-
ory is tKat an individual¶s motivation to protect tKemselves aJainst tKreats is 
based on tZo components, ZitK tZo parts in eacK component. TKese tZo com-
ponents are TKreat appraisal and copinJ appraisal.  

)igure 2� ± Representation oI tKe Protection Motivation TKeory 

 
 
TKreat Appraisal consists oI� 

[1] The perceived severity of an event. TKe MudJement an individual Zill 
Kave about KoZ severe a potential event Zill be Ior tKem.  

>2@ TKe perceived probability oI an event occurrinJ (tKis is sometimes re-
Ierred to as vulnerability).  

CopinJ Appraisal consists oI� 

[1] Response Efficacy. Response eIIicacy reIers to tKe ability to produce a 
desired result or tKe belieI about tKe perceived beneIits oI an action.  

>2@ Perceived Self Efficacy. TKe level oI conIidence an individual Kas in tKeir 
ability to undertaNe a speciIic beKaviour to prevent an event occurrinJ.  

>3@ Response Costs. TKe response costs are tKe costs associated ZitK tKe car-
ryinJ out tKe recommended beKavior (time/monetary).  

Protection motivation reIers to tKe result oI tKe tKreat appraisal and copinJ 
appraisal. In otKer Zords, perceptions oI tKreat and copinJ appraisals e[plain 
enJaJement in speciIic beKaviour. In tKe conte[t oI inIormation security com-
pliance, researcK Kas sKoZn tKat Iacets oI protection motivation tKeory are rele-
vant Ior e[plaininJ compliance.  

TKe researcK IindinJs surroundinJ Protection Motivation TKeory and inIor-
mation security compliance are mi[ed. For e[ample, a recent meta-analysis oI 
inIormation security beKaviour ZitK respect to protection motivation tKeory 
suJJests tKat tKe copinJ appraisal variables oI response eIIicacy and selI-
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eIIicacy Zere tKe most important ZitK reJards to e[plaininJ inIormation securi-
ty beKaviour (Mou et a, 2017). TKereIore, Irom a Human Factors perspective, an 
individual may be more liNely to comply ZitK inIormation security Juidelines 
based on tKeir oZn volition.  

TKe IindinJs oI tKis meta-analysis are supported by otKer studies ZKicK Kave 
investiJated Protection motivation tKeory and compliance beKaviour. For in-
stance, Burns et al (2017) Iound tKat copinJ appraisal Zas mucK more inIluen-
tial in terms oI tKe development oI protection motivation, compared to tKreat 
appraisal. ResearcK Kas also KiJKliJKted tKat response eIIicacy is particularly 
relevant Ior e[plaininJ compliance to inIormation security Juidelines. TKis suJ-
Jests tKat iI an employee believes tKat tKeir input to a particular system is bene-
Iicial Ior tKe system as a ZKole, tKey are more liNely to conIorm to tKat speciIic 
beKaviour type.  

HoZever, tKreat appraisal Kas also been sKoZn to inIluence inIormation se-
curity compliance. ResearcK Kas demonstrated tKat tKreat appraisal is important 
ZitK reJards to passZord strenJtK� tKis suJJests tKat maNinJ users aZare oI tKe 
potential danJers oI misusinJ data and inIormation may be beneIicial ZitK re-
Jards to enKancinJ security related beKaviours.  

In anotKer study, tKreat appraisal Zas investiJated ZitKin a cloud-based 
bacNup scenario. TKe purpose oI tKis study Zas to e[amine ZKetKer tKe per-
ceived tKreat oI data loss aIIected tKe intention to reJularly bacN up data to tKe 
cloud services. It Zas Iound tKat tKis perceived tKreat aIIected tKe user¶s inten-
tion to store data securely ± tKose ZKo Ielt tKat tKey Zere more susceptible to a 
tKreat Zere more liNely to bacN up tKeir Iiles reJularly, compared to tKose ZKo 
did not Ieel tKe same Zay. TKese IindinJs been supported by otKer researcK 
studies (Sommestad et al., 2015).  

GDPR brinJs ZitK it a neZ system oI Iines and poZers oI reJulation. TKus, 
maNinJ users and employees aZare oI tKis and tKe potential tKreat ZKicK it pos-
es sKould be oI importance to employers. 

2��� Self�efficacy 

SelI-eIIicacy reIers to an individual¶s oZn belieI in tKeir capabilities to suc-
cessIully enJaJe in a speciIic tasN. In terms oI inIormation security, iI a person 
Kas a KiJK level oI selI-eIIicacy, tKey Zill be more conIident in tKeir oZn ability 
to carry out a speciIic inIormation security related tasN, Ior instance, usinJ 
stronJer passZords. In tKe inIormation security literature, selI-eIIicacy is some-
times reIerred to as SelI-EIIicacy in InIormation Security (SEIS). 

ResearcK Kas sKoZn tKat employees ZKo identiIy as KavinJ KiJK levels oI 
SelI-eIIicacy also score KiJKer on measures oI inIormation security aZareness. 
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For instance, a study by SaIa et al (2016) Iound tKat inIormation security 
aZareness Zas stronJly predicted by a number oI variables, includinJ selI-
eIIicacy, perceived beKavioural control and subMective norms. SpeciIically, tKe 
results suJJested tKat individuals ZitK KiJK levels oI SelI-eIIicacy believed tKat 
tKey possessed tKe e[pertise and sNills to protect private data, as Zell as selI-
belieI tKat tKey could prevent inIormation security violations. TKese researcK 
IindinJs Kave been replicated elseZKere (Son, 2011� Vance, 2012). Users ZKo 
possess KiJK levels oI SelI-eIIicacy Kave also been sKoZn to be more compliant 
ZitK inIormation security policies.  

SelI-eIIicacy is also related to tKe adoption oI speciIic inIormation security 
beKaviours. For e[ample, users ZKo possess KiJK SelI-eIIicacy use more securi-
ty soItZare and Ieatures desiJned to protect inIormation and data Irom cyber-
attacNs. Users ZitK KiJK selI-eIIicacy in InIormation security also bacNed up 
tKeir data more, use stronJer passZords and cKecNed tKe Zebsite encryption be-
Iore enterinJ it. OtKer inIormation security beKaviours Kave also been sKoZn to 
be positively impacted by possessinJ selI-eIIicacy. For e[ample, adKerence to 
smartpKone security policy in tKe ZorNplace Kas been sKoZn to be predicted by 
selI-eIIicacy, as Zell as compliance ZitK brinJ your oZn device policies. 

2��� 'eWerrence Wheory anG SancWions 

General deterrence tKeory proposes tKat an individual Zill be disinclined to 
beKave in a certain Zay, iI tKey are Iaced ZitK a potential punisKment Ior tKeir 
beKaviour. General Deterrence TKeory Kas tKree main principles�  

>1@ Certainty. TKe punisKment must be certain.  
>2@ Celerity. TKe punisKment Jiven must be Jiven sZiItly. 
>3@ Severity. TKe punisKment must be severe enouJK to ensure tKat tKe per-

son MudJes tKat tKe costs oI punisKment outZeiJK tKe Jains.  
WitKin tKe conte[t oI inIormation security researcK, Jeneral deterrence tKeo-

ry is oIten reIerred to alonJside perceived sanctions, ZKicK reIers to a perceived 
punisKment Ior a beKaviour.  

General deterrence tKeory Kas been sKoZn to be inIluential ZitK reJards to 
cKanJinJ individual¶s inIormation security beKaviour. For e[ample, researcK 
Kas sKoZn tKat ZKen punisKment Ior a speciIic inIormation security deviant be-
Kaviour is botK certain and severe, employees are less liNely to enJaJe in tKat 
speciIic beKaviour. TKus, tKis suJJests tKat iI employees Ieel liNe tKey are more 
liNely to be cauJKt and punisKed Ior a speciIic beKaviour, tKey may be less in-
clined to commit sucK an act. TKese IindinJs are supported by researcK ZKicK 
Kas Iound tKat perceived sanctions can also inIluence an employees¶ intention to 
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IolloZ inIormation security policies concerninJ USB usaJe. In addition, linNed 
to tKe previous researcK IindinJs concerninJ protection motivation tKeory, tKreat 
appraisal stemminJ Irom perceived leJal (Iines or imprisonment) and orJanisa-
tional (demotion, penalties) sanctions can impact on compliance attitude. In par-
ticular, tKis researcK sKoZed tKat orJanisational sanctions are particularly rele-
vant Ior compliance. TKis suJJests tKat tKe notion tKat a person may be pun-
isKed Ior an action is important Ior sKapinJ Iuture compliance attitudes.  

Overall, researcK Kas Jenerally sKoZn tKat sanction eIIects impact tKe coJni-
tive attitude oI users to develop eitKer a positive or neJative vieZpoint ZitK re-
Jards to inIormation security. 

AZareness oI inIormation security policies is crucial toZards inIluencinJ 
compliance ZitK sucK policies. TKis is important as GDPR provides a number oI 
neZ stipulations ZitK reJards to KoZ data is Kandled. For instance, GDPR noZ 
deIines personal data diIIerently ± it noZ includes online identiIiers sucK as IP 
addresses and mobile ID devices. GDPR also deIines Jenetic and biometric data 
under tKe term ³sensitive data´.  

InIormation security policies sKould aim to raise aZareness oI tKese cKanJes, 
to ensure tKat compliance occurs.  

TKese policies sKould raise Jeneral and tKreat aZareness� 

>1@ In order to IulIil tKe reTuirements oI µprivacy by desiJn¶, aZareness 
traininJ sKould aim to incorporate tKe relevant aspects oI tKe neZ GDPR reJula-
tions. For instance, it sKould maNe it clear tKat personal data noZ included IP 
addresses, or tKat biometric data is noZ sensitive data. RaisinJ tKe aZareness oI 
tKis sKould, accordinJ to tKe literature IindinJs, Kelp boost compliance ZitK 
sucK policies.  

>2@ OrJanisations sKould also maNe it clear to employees and users tKat tKere 
is a real tKreat to tKeir data. WKere tKis tKreat oriJinates Irom sKould be illus-
trated usinJ tZo perspectives. First, tKe potential tKreat Irom cyber-attacNs sucK 
as pKisKinJ and social enJineerinJ sKould be made clear ± tKis sKould be bacNed 
up by tKe appropriate statistics. Second, tKe stipulations oI GDPR sKould also 
be included Kere. TKe sanctions brouJKt in by tKe GDPR are mucK KiJKer tKan 
tKe oriJinal Data Protection Act (1998) ± tKe GDPR states tKat Iines oI up to 4� 
oI annual turnover may be administered, or up to 20 million euros.  

In tKis section, it sKould be empKasised tKat Iines Kave drastically increased. 
For instance, TalNTalNs Iine oI �400,000 in 2016 Zould Kave cost tKem �59 
million under tKe neZ GDPR reJulations. 

Aside Irom tKe potential tKreat stemminJ Irom monetary Iines, tKe InIor-
mation Commissioner¶s oIIice Kas a ranJe oI poZers, includinJ tKe ability to 
issue ZarninJs and reprimands, imposinJ temporary bans on data processinJ or 
suspendinJ data transIers. AJain, tKe literature supports tKe notion tKat sanction 
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based aZareness is a Ney component oI compliance and so tKis sKould be a Ney 
approacK ZitK reJards to implementinJ tKe data protection reIorm act. 

2��� TrusW anG AccepWance� +ow people feel aEouW Wheir personal GaWa 
anG iWs uses 

TecKnoloJy, psycKoloJy, economics, manaJement, and laZ all play a role in 
our vieZ oI privacy (Pelteret and OpKoII, 2016) 

Attitudes and beKaviours are inconJruent and sometimes contradictory 
(BerJstr|m, 2015). Very KiJK levels oI mistrust can damaJe customer relation-
sKips as consumers Ieel pressured into sKarinJ data reluctantly and tKey may 
disenJaJe Irom e-commerce.  

TKe Privacy Parado[ ± people care about tKeir privacy but in practice are 
ZillinJ to Jive aZay personal inIormation Ior small reZards (e.J. liNes and Iol-
loZers on social media). In a Ney paper, beKavioural economics Kave unveiled 
tKe role oI coJnitive biases and Keuristics in decision maNinJ. TKe type oI data 
and tKe type oI perceived tKreat also aIIect people¶s privacy beKaviour, but 
more researcK is needed to Iully understand it. .oNolaNis (2017) cites tKe prob-
lem oI illiteracy and lacN oI aZareness oI tKe risNs. TKe relationsKip is not sim-
ple ± people diIIerentiate betZeen tKe type oI data and tKe type oI risN. (Tad-
dicNen, 2014) 

Hull, (2015) arJues people do care about tKeir privacy but services Kave 
vested interests in maNinJ it diIIicult Ior tKem to protect tKemselves Irom inva-
sion.  

BerJstr|m, (2015) includes data Irom a survey looNinJ at aJe, level oI edu-
cation, internet usaJe, trust in otKers and some political Tuestions, and KoZ con-
cerned tKey Zere about usinJ diIIerent types oI internet usaJe (social media, 
credit card, searcKinJ). HoZ trustinJ Zas tKe only siJniIicant Iactor in people¶s 
privacy preIerences, altKouJK sliJKt increases in concern Zere seen ZitK aJe 
and leItZard political vieZs. Users are more botKered by tKe privacy oI services 
tKat Kandle personal data (social media) tKan Jeneric data (searcK results).  

Similarly (TaddicNen, 2014) Iound ³ZillinJness to disclose inIormation´ 
>ZKicK could be synonym Ior trust@ as tKe personality trait tKat most inIluenced 
people¶s ZillinJness to selI-disclose. Introverts sKare less tKan e[traverts.  

People are more liNely to adopt online banNinJ services iI tKey Kave a Jood 
relationsKip ZitK tKe oIIline/pKysical banN (CKiou and SKen, 2012). TZeens 
(younJ people betZeen 10 and 12) botK care about and taNe measures to protect 
tKeir privacy online. Yet, tKese measures are sometimes KapKa]ardly employed 
and some youtK display uncertainty or iJnorance about KoZ to protect tKeir pri-
vacy. TKis is a trend also seen in teens and adults. TKe Iocus oI education 
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(³StranJer danJer´) is too narroZ, it doesn¶t address tKeir Iears or eTuip tKem 
ZitK tKe NnoZledJe tKey need today (Davis and James, 2013). PreibuscK (2013) 
provides a revieZ oI metKods used to measure privacy concern.  

AmonJ over 65s ³HiJKer ICT use Zas associated ZitK selI-perceived socio-
personal cKaracteristics sucK as beinJ µµsatisIied ZitK activities¶¶, µµpersever-
inJ¶¶, µµpKysically and emotionally independent¶¶ and KavinJ a µµpositive out-
looN¶¶. WKereas, tKe maMority oI non-users reported tKat tKeir activities did not 
cKanJe across time and tKat tKey Ielt µµintimidated¶¶ and µµan[ious¶¶ ZitK tecK-
noloJy. TKe perIormance oI ICT-based activities and/or tKe desire to perIorm 
tKem Zere siJniIicantly associated ZitK tKe perceived importance oI tKe activi-
ties. TKe older population¶s aJe, education, attitudes, and personalities inIluence 
KoZ tKey approacK ICT´ (Vroman et al., 2015). 

2�8� SecuriWy %ehaviours� +ow people WreaW Wheir personal GaWa anG Whe 
proElems WhaW coulG arise 

µ50� oI mobile users reJularly provide consent ZitKout eIIectively readinJ 
aJreements, because oI lacN oI time and e[cessive lanJuaJe comple[ity. And 
even iI modern operatinJ systems notiIy users about tKe permissions eacK neZ 
installed application needs, users are only provided ZitK very limited options ± 
eitKer Jive consent or not use tKe service at all¶ (Bartolomeo et al., 2013). 

³In our online e[periment, Ze Iound tKat oI our 995 participants, many re-
ported IindinJ tKeir social security numbers (20�), credit/debit card numbers 
(16 and 17�, respectively), banN account numbers (26�), birtK dates (46�), 
email passZords (30�), and/or Kome addresses (76�) stored in tKeir email ac-
counts´ (EJelman et al., 2014) 

A survey Iound passZord issues are tKe second most liNely Kuman error to 
impact an inIormation system. ReTuirements are put in place to increase 
strenJtK but tKen overload Kuman memory capabilities� TKus Kuman Iactors 
need to be considered. Participants ZitK more tKan 8 passZords to remember 
IorJot tKeir passZords every 2 ZeeNs. HoZever, tKese trends are complicated by 
otKer Iactors ± unemployed people, Ior e[ample, Zere Iound to Kave more 
passZords to remember tKan tKose in ZorN Zere are less liNely to IorJet tKem. 
Women are tZice as liNely to Zrite doZn tKeir passZords as men (Carstens et 
al., 2004). 

A Tualitative study ZKicK intervieZed people about tKeir motivations to locN 
or not locN tKeir pKones Iound around a tKird oI users do not locN tKeir pKones. 
Many believe tKere is no sensitive data stored on tKem. Only 61� oI tKese Zere 
concerned about identity tKeIt online, but less tKan 25� connected tKis ZitK oI-
Iline identity tKeIt, Iinancial loss, or loss oI sensitive inIormation even tKouJK 
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all participants accessed email on tKeir pKone. TKose ZKo did not locN tKeir 
pKones said tKey did so Ior convenience, so tKat tKey could be reunited ZitK a 
lost pKone, or someone could maNe a call Irom tKeir pKone in an emerJency 
(EJelman et al., 2014) ± also oIIers desiJn suJJestions.  

Mobile devices also alloZ people to access sensitive data (tKeir oZn or 
ZorN-related) in any pKysical location ZKere tKey could be overlooNed� 
(TaraseZicK et al., 2006) proposes desiJninJ µblinders¶ to obscure sensitive 
parts oI tKe screen but otKer solutions could be considered.  

UsinJ social media Ior sKarinJ ZorN-related inIormation (MoloN et al., 2010) 
and usinJ personal pKones Ior business use (Goode, 2010) create neZ e[pose 
points Zere orJanisations are vulnerable to e[ternal tKreats. TKese need to be 
addressed tKrouJK company policy and traininJ.  

Location tracNinJ embedded in mobile devises Kas created a state oI constant 
µuberveillance¶. Location-based services (LBS) in Zireless mobile devices al-
loZ real-time tracNinJ ZKicK is Zidely used by consumers and tKe data noZ re-
veals a person¶s direction oI travel, traMectory, or even Kis or Ker predicted 
movements. LaZsuits Kave been Iiled aJainst Apple and MicrosoIt Ior tracNinJ 
users despite tKeir reTuest not to be and even ZKen location soItZare Zas turned 
oII. Geo-location services are considered sensitive data under GDPR (CKeunJ, 
2014).  

2��� PersonaliWy Wheory 

Personality is loosely deIined as a set oI cKaracteristics ZKicK determine KoZ 
an individual tKinNs, Ieels and beKaves. 

TKe biJ Iive Iactor model Zas oriJinally developed by Tupes and CKristal in 
1961, tKouJK tKe tKeory built Keavily on ZorN carried out by Cattell (1943). TKe 
model Zas tKen validated by Costa and McCrae in 1986, ZKo provided evi-
dence as to tKe validity oI tKe measures. TKe IindinJs oI Costa and McCrae 
Kave been validated across a number oI diIIerent societies and cultures, suJJest-
inJ tKat it is an accepted and valid measure oI personality.  

 
TKe biJ Iive model oI personality consists oI Iive main traits. TKese are� 

>1@ E[traversion. TKis reIers to KoZ outJoinJ and social a person is. TKe po-
lar opposite oI e[traversion is introversion, ZKicK reIers to a sKy and reserve in-
dividual. 

>2@ Emotional Stability/ Neuroticism. TKis reIers to a person¶s ability to re-
main stable and balanced. Neuroticism reIers to insecurity, an[iousness and 
Kostility. TKe terms µemotional stability¶ and µneuroticism¶ are oIten used inter-
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cKanJeably, as emotional stability is tKe inverse oI neuroticism.  
>3@ AJreeableness. TKis is a person¶s tendency to be compassionate and co-

operative toZard otKers and obedient to reJulations. 
>4@ Conscientiousness. TKis is a person¶s tendency to act in an orJani]ed or 

tKouJKtIul Zay. 
>5@ Openness to e[perience. TKis is tKe e[tent to ZKicK a person is open to 

e[periencinJ a variety oI activities. 
TKe Iive-Iactor model Kas been studied e[tensively ZitK reJards to inIor-

mation security compliance. Generally, tKis is because it is tKe most Zidely ac-
cepted measure oI personality. In tKe ne[t section oI tKis lecture, eacK personali-
ty dimension oI tKe biJ Iive Zill be discussed in detail ZitK reJards to ZKat re-
searcK Kas sKoZn in terms oI data and inIormation security. 

Conscientiousness 

TKis reIers to a person¶s tendency to act in an orJani]ed or tKouJKtIul Zay. 
A person ZKo is conscientious Zill Ieel tKat tKey Kave a sense oI duty toZards 
otKers and tKis Zill be reIlected in tKeir actions. 

Conscientiousness impacts on KoZ a person Kandles data and inIormation 
ZitKin an orJanisation. One Zay ZKicK tKis Kas been demonstrated is tKrouJK 
e[amininJ tKe typical cKaracteristics oI top perIorminJ security personnel com-
pared to non-security personnel. In doinJ so, liJKt Kas been sKed on tKe Ney diI-
Ierences in terms oI personality betZeen tKese tZo Jroups. Top perIorminJ se-
curity personnel not only score KiJKer on tKe ZorNplace values oI tKeoretical 
(discoverinJ tKe trutK tKrouJK systematic tKinNinJ and reasoninJ) and economic 
(an interest in useIulness and practicality), but also score KiJKer on tKe personal-
ity trait oI openness. TKese IindinJs suJJest tKat IT personnel ZKo can perIorm 
a Mob Zell also tend to beKave in an orJanised and Iocused Zay. OtKer researcK 
into personality and inIormation security aZareness Kas Iound tKat conscien-
tious and aJreeable individuals tend to Kave KiJKer inIormation security aZare-
ness, compared to otKer personnel.  

Not only are ZorNplace values correlated ZitK conscientiousness, but it Kas 
been sKoZn tKat individuals ZitK KiJKer levels oI conscientiousness Jenerate 
stronJer passZords and also do not reuse/recycle passZords betZeen accounts. 
FurtKermore, tKe relationsKip betZeen intent and actual use oI security pro-
Jrams Ior data and inIormation is moderated by conscientiousness and aJreea-
bleness (SKropsKire, WarNentin and SKarma, 2015).  

ResearcK Kas also sKoZn tKat tKe security NnoZledJe oI manaJement ZitKin 
inIormation security can be inIluenced by personality. SpeciIically, conscien-
tiousness is siJniIicantly related to inIormation security e[ecutive¶s attitude to-
Zards tKe manaJement oI inIormation security. 2.7 Implications Ior GDPR 
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Extraversion 

E[traversion Jenerally reIers to KoZ outJoinJ and social a person is. To be 
clear, tKe opposite oI e[traversion is introversion, ZKicK reIers to beinJ reserved 
and sKy.  

E[traversion Kas been linNed to a number oI inIormation security beKaviours. 
For instance, e[traversion Kas been correlated ZitK tKe liNeliKood oI securinJ a 
device ZKicK contains sensitive data (Gratien et al 2018). TKis suJJests tKat 
tKose ZitK outJoinJ personalities are more liNely to secure tKeir device. Similar-
ly, employees ZKo create stronJer passZords also tend to score KiJKer on e[tra-
version measures. TKe same beKaviour also correlated ZitK KiJKer scores on 
neuroticism, ZKicK is tKe opposite trait oI emotional stability.  

As GDPR introduces leJislative cKanJes, tKis Zill reTuire tKe inIormation 
security policy oI tKe company to be updated. Part oI tKis process may involve 
providinJ IeedbacN to employees. HoZ Zell tKis IeedbacN is received may de-
pend upon tKe personality oI tKe individual. ResearcK Kas sKoZn tKat IT person-
nel ZKo score KiJKly on measures oI e[traversion are more responsive to Ieed-
bacN concerninJ tKeir beKaviour, compared to individuals ZKo score KiJKly on 
personality traits sucK as neuroticism. Similarly, individuals ZKo are classed as 
e[traverted Kave also been sKoZn to be better at detectinJ pKisKinJ emails, 
ZKicK is surprisinJ Jiven tKat e[traverted users may be more liNely to be trust-
inJ, ratKer tKan less so. 

Agreeableness and Emotional Stability 

AJreeableness reIers to beinJ compassionate and cooperative toZard otKers 
and obedient to reJulations. In tKe conte[t oI inIormation security, researcK Kas 
sKoZn tKat aJreeableness Kas a positive inIluence on inIormation personnel¶s 
concerns Ior inIormation security and tKat aJreeable individuals Kave stronJer 
inIormation sensitivity. FurtKermore, Ior tKese individuals, aJreeableness alonJ-
side e[traversion Zas inIluential in IorminJ data privacy concerns.  

A IurtKer personality trait is Emotional Stability. Users ZKo are emotionally 
stable Zill be Jenerally be able to remain stable and balanced, especially under 
pressure. Halevi et al (2016) e[amined tKe cyber security Kabits oI IT proIes-
sionals, in relation to cultural, personality and demoJrapKic variables. TKe study 
Iound tKat neuroticism (tKe opposite oI emotional stability) Zas inversely corre-
lated toZards selI-eIIicacy belieIs in ability to use security soItZare correctly. 
McCormac et al (2017) Iound tKat emotional stability siJniIicantly e[plained 
tKe variance in inIormation security aZareness.  
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Psychological capital, locus of control and impulsivity 

PsycKoloJical Capital reIers to a construct ZKicK is made up oI ZorN-related 
tenets oI positive psycKoloJy� Hope, optimism, resilience and SelI eIIicacy. Re-
searcK Kas sKoZn tKat psycap relates positively ZitK tKe positive copinJ mecKa-
nism oI security response eIIicacy 

 AnotKer personality dimension to be discussed is Locus oI control. TKis is 
deIined as an individual¶s belieI system reJardinJ tKe causes oI Kis or Ker e[pe-
riences and tKe Iactors to ZKicK tKat person attributes success or Iailure. Re-
searcK Kas sKoZn tKat locus oI control is related to inIormation security. For in-
stance, HadlinJton et al (2018) Iound tKat individuals ZKo scored KiJKer on tKe 
ZorN locus oI control scale, and tKus e[Kibited a Jreater deJree oI e[ternality. 
WorNman et al (2008) Iound tKat copinJ ZitK inIormation security tKreats Zas 
dependent on ZKetKer people perceived tKat tKe tKreat Zas preventable in tKe 
Iirst place (LOC). 

A IurtKer personality dimension is impulsivity. Impulsivity reIers to a ten-
dency to act spontaneously ZitKout reIlectinJ on an action and its conseTuences. 
ResearcK Kas e[amined aZareness and enJaJement in Jood cybersecurity be-
Kaviours, includinJ usinJ diIIerent passZords Ior device securement and Iound 
tKat impulsivity Zas neJatively correlated ZitK Jood inIormation security be-
Kaviours. TKereIore, tKis trait may Kelp to predict iI a person Zill enJaJe in 
risNy security beKaviour. Similar IindinJs Kave also been Iound ZitK reJards to 
detectinJ pKisKinJ emails. 

Clearly, personality aIIects KoZ an individual beKaves around data. As tKe 
neZ GDPR reJulations Kave brouJKt in neZ rules concerninJ botK KoZ data 
must be stored as Zell as neZ deIinitions oI data, one consideration could be tKe 
screeninJ oI Mob candidates. TKe previous slides Kave illustrated tKat certain per-
sonality cKaracteristics are associated ZitK positive inIormation security beKav-
iours, i.e. passZord usaJe/bacNups. TKereIore, in liJKt oI tKe neZ reJulations, it 
maNes sense tKat potential Kires sKould be compliant ZitK inIormation security 
policies ± and tKis could easily be JauJed tKrouJK usinJ personality type testinJ. 
TKis could come in Iorm oI identiIyinJ potential members oI staII ZKicK miJKt 
be more at risN oI danJerous data beKaviours. TKis could be done by subtle per-
sonality screeninJ, perKaps usinJ a condensed biJ Iive scale. 

�� SecuriWy anG GaWa loss �WhreaWs� 

��1� :iWhin an organisaWion 

ColZill (2009) e[amines some oI tKe Ney issues relatinJ to insider tKreats to 
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inIormation security and tKe nature oI loyalty and betrayal in tKe conte[t oI or-
Janisational, cultural Iactors and cKanJinJ economic and social Iactors. It is 
recoJnised tKat insiders pose security risNs due to tKeir leJitimate access to Ia-
cilities and inIormation, NnoZledJe oI tKe orJanisation and tKe location oI valu-
able assets.  

Insiders Zill NnoZ KoZ to acKieve tKe Jreatest impact ZKilst leavinJ little 
evidence. TKe paper describes a practitioner¶s vieZ oI tKe issue and tKe ap-
proacKes used by BT to assess and address insider tKreats and risNs. Proactive 
measures need to be taNen to mitiJate aJainst insider attacNs ratKer tKan reactive 
measures aIter tKe event. A Ney priority is to include a Iocus on insiders ZitKin 
security risN assessments and compliance reJimes. TKis reTuires a Iocus on Ku-
man Iactors, education and aZareness and Jreater attention on tKe security µaI-
tercare¶ oI employees and tKird parties. 

.Kan and Oriol (2012) state tKat as cloud computinJ is transparent to botK 
tKe proJrammers and tKe users, it induces cKallenJes tKat Zere not present in 
previous Iorms oI distributed computinJ. FurtKermore, cloud computinJ enables 
its users to abstract aZay Irom loZ-level conIiJuration sucK as conIiJurinJ IP 
addresses and routers. TKis is also true Ior security services, Ior instance auto-
matinJ security policies and access control in cloud, so tKat individuals or end-
users usinJ tKe cloud only perIorm very KiJK-level (business oriented) conIiJu-
ration. 

.oops and Leenes (2014) also promote tKe privacy by desiJn, employinJ tKe 
principle tKat principle tKat privacy sKould be promoted as a deIault settinJ oI 
every neZ ICT system and sKould be built into systems Irom tKe desiJn staJe. 
TKe paper discusses ZKat tKe proposed leJal obliJation Ior µprivacy by desiJn¶ 
implies in practice Ior online businesses. In terms oI tKe reJulatory tool-bo[, 
privacy by desiJn sKould be approacKed less Irom a µcode¶ perspective, but ra-
tKer Irom tKe perspective oI µcommunication¶ strateJies. 

Nurse et al (2014) empKasise tKat tKreat tKat insiders pose to businesses, in-
stitutions and Jovernmental orJanisations continues to be oI serious concern. 
TKey propose a novel conceptualisation Jrounded in insider tKreat case studies, 
e[istinJ literature and relevant psycKoloJical tKeory. It acts as a platIorm Ior 
Jeneral understandinJ oI tKe tKreat, and also Ior reIlection, modellinJ past at-
tacNs and looNinJ Ior useIul patterns tKat can lead to addressinJ tKe tKreats. 

Stamati-.oromina et al (2012) investiJate tKe diIIerent types oI insider 
tKreats and tKeir implications to tKe corporate environment, ZitK speciIic em-
pKasis to tKe special case oI data leaNaJe. TKey propose a desiJn Ior a Iorensic 
readiness model, ZKicK is able to identiIy, prevent and loJ email messaJes, 
ZKicK attempt to leaN inIormation Irom an orJanisation ZitK tKe aid oI ste-
JanoJrapKy. 

UrTuKart and McAuley (2018) state tKat security incidents sucK as tarJeted 
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distributed denial oI service (DDoS) attacNs on poZer Jrids and KacNinJ oI Iac-
tory industrial control systems (ICS) are on tKe increase. TKey arJue tKe indus-
trial IoT brinJs Iour security cKallenJes, namely� appreciatinJ tKe sKiIt Irom oI-
Iline to online inIrastructure� manaJinJ temporal dimensions oI security� ad-
dressinJ tKe implementation Jap Ior best practice� and enJaJinJ ZitK inIrastruc-
tural comple[ity. TKeir Joal is to surIace risNs and Ioster dialoJue to avoid tKe 
emerJence oI an Internet oI Insecure Industrial TKinJs. 

BorJesius (2016) states tKat many beKavioural tarJetinJ companies say tKat, 
as lonJ as tKey do not tie names to data tKey Kold about individuals, tKey do not 
process any personal data, and tKat, tKereIore, data protection laZ does not ap-
ply to tKem. HoZever European Data Protection AutKorities taNe tKe vieZ tKat a 
company processes personal data iI it uses data to sinJle out a person, even iI it 
cannot tie a name to tKese data. TKis paper arJues tKat data protection laZ 
sKould indeed apply to beKavioural tarJetinJ and so appropriate measures need 
to be taNen to address tKis issue. 

��2� 2uWsiGe an organisaWion 

Alneyadi et al (2014) Kave carried out a survey on data leaNaJe prevention 
systems. Traditionally, conIidentiality oI data Kas been preserved usinJ security 
procedures sucK as inIormation security policies alonJ ZitK conventional securi-
ty mecKanisms sucK as IireZalls, virtual private netZorNs and intrusion detec-
tion systems. UnIortunately, tKese mecKanisms lacN pro-activeness and dedica-
tion toZards protectinJ conIidential data, and in most cases, tKey reTuire prede-
Iined rules by ZKicK protection actions are taNen. TKis can result in serious con-
seTuences, as conIidential data can appear indiIIerent Iorms indiIIerent leaNinJ 
cKannels. TKereIore, tKere Kas been an urJe to mitiJate tKese draZbacNs usinJ 
more eIIicient mecKanisms. Recently, data leaNaJe preventions systems (DLPSs) 
Kave been introduced as dedicated mecKanisms to detect and prevent tKe leaN 
aJe oI conIidential data in use, in transit and at rest. DLPs use diIIerent tecK-
niTues to analyse tKe content and tKe conte[t oI conIidential data to detect or 
prevent tKe leaNaJe. AltKouJK DLPs are increasinJly beinJ desiJned and devel-
oped as standalone products by IT security vendors and researcKers, tKe term is 
still ambiJuous. In tKeir paper, tKe autKors Kave carried out a compreKensive 
survey on tKe current DLPs mecKanisms. TKey e[plicitly deIine DLPs and cate-
Jorise active researcK directions in tKis Iield. In addition, tKey suJJest Iuture di-
rections toZards developinJ more consistent DLPs tKat can overcome some oI 
tKe ZeaNnesses oI tKe current ones. 

Al-Sayid and Aldlaeen (2013) conduct a survey oI database security tKreats. 
TKey KiJKliJKt tKreat types and tKeir impacts on sensitive data, and present diI-
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Ierent security models. TKe assumption underlyinJ tKis study is tKat by under-
standinJ tKe ZeaNnesses and tKe tKreats IacinJ databases, database administra-
tors can tKen beJin to create a security plan to better protect tKeir databases. 

Gupta and SKarman (2012) provide a cateJori]ation oI data breacKes usinJ 
empirical investiJation. TKe article cateJori]es tKe incident and loss trends in-
to diIIerent dimensions includinJ tKe industry, victim type, data type, and 
tKreats sucK as stolen computer, KacNinJ and unautKori]ed access. TKe re-
searcK can aid individuals and orJani]ations understand tKe data breacK, 
trends and evaluate tKeir oZn risNs in KandlinJ personal inIormation, ZKicK 
Zill Kelp tKem to maNe better and inIormed decisions to protect aJainst data 
breacKes. 

LecKler et al (2011) identiIy and evaluate tKe tKreat oI transitive inIormation 
leaNaJe in KealtKcare systems. UsinJ a case study oI a maMor Kospital in tKe 
NY/NJ metropolitan area tKey demonstrate tKe comple[ity oI tKe KealtKcare sys-
tem and its inKerent inIormation security risNs. TKe study sKoZs tKat only a sys-
temic perspective alloZs identiIyinJ all potential risNs and providinJ solutions 
Ior improved inIormation security. TKe main conclusion oI tKis study is tKat 
transitive inIormation risNs Kave maMor implications Ior KealtKcare orJani]ations 
and reJulators. IdentiIyinJ tKese risNs Zill siJniIicantly improve inIormation 
security in tKe KealtKcare environment. 

Sabillon et al (2016) acNnoZledJe tKat cybercrime is JroZinJ rapidly around 
tKe Zorld, as neZ tecKnoloJies, applications and netZorNs emerJe. In addition, 
tKe Deep Web Kas contributed to tKe JroZtK oI illeJal activities in cyberspace. 
As a result, cybercriminals are taNinJ advantaJe oI system vulnerabilities Ior 
tKeir oZn beneIit. TKeir article presents tKe Kistory and conceptuali]ation oI cy-
bercrime, e[plores diIIerent cateJori]ations oI cybercriminals and cyberattacNs, 
and sets IortK a cyberattacN typoloJy, or ta[onomy. Common cateJories include 
ZKere tKe computer is tKe tarJet to commit tKe crime, ZKere tKe computer is 
used as a tool to perpetrate tKe Ielony, or ZKere a diJital device is an incidental 
condition to tKe e[ecution oI a crime. TKey conclude tKeir study by analysinJ 
lessons learned and Iuture actions tKat can be undertaNen to tacNle cybercrime 
and Karden cybersecurity at all levels. 

�� IT archiWecWures Wo proWecW GaWa �prevenWion� 

��1� :iWhin an organisaWion � PrevenWion 

SoItZare assurance metKodoloJies aim to assist developers in improvinJ tKe 
security oI soItZare production. TKe Security Development LiIecycle (SDL) is 
one sucK e[ample developed by Al-FedaJKi and AlNandari (2011). TKeir metK-
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od uses a IloZ-based metKodoloJy and Iocuses on tKe system reTuirements re-
latinJ to tKreats, risNs 

WorN by BoloJnini and BistolIi (2017) discusses tKe move toZards tKe col-
lection oI personal data as part oI ³BiJ Data analysis´. TKey state tKat tKe op-
portunities arisinJ Irom tKe analysis oI sucK inIormation need to be balanced 
ZitK tKe risNs Ior tKe data protection oI individuals. WKile anonymi]ation is a 
traditional tecKniTue Ior protectinJ personal data, tKey arJue tKat pseudony-
misation can be used botK to reduce tKe risNs oI re-identiIication and Kelp data 
controllers and processors to maintain tKeir personal data protection obliJations 
by NeepinJ control over tKeir activities. 

CavouNian¶s (2011) 7 principles Ior µPrivacy by DesiJn¶ developed in tKe 
1990¶s advances tKe vieZ tKat tKe Iuture oI privacy cannot be assured solely by 
compliance ZitK reJulatory IrameZorNs� ratKer, privacy assurance must ideally 
become an orJani]ation¶s deIault mode oI operation. EnsurinJ privacy and 
JaininJ personal control over one¶s inIormation and, Ior orJanisations, JaininJ 
a sustainable competitive advantaJe can be acKieved by IolloZinJ tKe 7 princi-
ples tKat sKe describes. 

CKoZ et al. (2009) considers tKe problem oI KoZ sensitive content is revised 
in order Ior it to be distributed. In order to do tKis redaction, is oIten used, tKe 
³blacNinJ out´ oI sensitive Zords and pKrases. Redaction Kas tKe side eIIect oI 
reducinJ tKe utility oI tKe content, oIten so mucK tKat tKe content is no lonJer use-
Iul. ConseTuently, Jovernment aJencies and otKers are increasinJly e[plorinJ tKe 
revision oI sensitive content as an alternative to redaction tKat preserves more 
content utility. TKis approacK is called sanitisation or pseudonymisation. CKoZ et 
al¶s Kave developed a Web tool to automatically identiIy sensitive Zords and 
pKrases to Kelp TuicNly evaluate revision Ior sensitivity. TKe autKors Zarn aJainst 
³slippery slope´ ZKere tKe useIulness and apparent autKoritativeness oI tKe tool 
may lead users to neJlect tKeir oZn MudJment in Iavour oI tKe tool¶s. 

ColesNy et al¶s (2016) paper looNs at desiJn strateJies to acKieve µPrivacy by 
DesiJn¶ to meet tKe reTuirements oI tKe GDPR. TKeir paper improves tKe strat-
eJy deIinitions and suJJests an additional level oI abstraction betZeen strate-
Jies and privacy patterns called µtactics¶. TKey identiIy a collection oI sucK tac-
tics based on an e[tensive literature revieZ, in particular a cataloJue oI sur-
veyed privacy patterns. TKey e[plore tKe relationsKips betZeen tKe concepts 
tKat tKey introduce, and similar concepts used in soItZare enJineerinJ. TKis pa-
per aims to Kelps bridJe tKe Jap betZeen data protection reTuirements set out in 
laZ and Kelp system development practice. 

Heuri[ et al (2015) consider privacy-enKancinJ tecKnoloJies (PETs) belonJ 
to a class oI tecKnical measures ZKicK aim at preservinJ tKe privacy oI individ-
uals or Jroups oI individuals. TKey describe a universal ta[onomy oI PETs and 
a tool Ior tKe systematic comparison oI tKem. To demonstrate its applicability, 
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tKe autKor¶s proposed ta[onomy is applied to a set oI Ney tecKnoloJies coverinJ 
diIIerent disciplines sucK as data anonymi]ation, privacy-preservinJ data Tuery-
inJ, communication protection, and identity KidinJ. 

Hildebrand (2014) discusses tKe neZ smart environments tKat anticipate our 
Iuture beKaviours and adapt tKeir oZn beKaviours to accommodate our inIerred 
preIerences. TKey provide us ZitK a ubiTuitous artiIicial intelliJence tKat up-
roots tKe common sense oI our EnliJKtenment KeritaJe tKat matter is passive 
and mind active. SKe arJues tKe neZ reJulation could be a Jame cKanJer. It es-
tablisKes a neZ incentive structure and is based on a salient understandinJ oI 
laZ¶s need Ior eIIective >not tKeoretical@ tecKnoloJy neutrality. 

Distributed usaJe control is concerned ZitK KoZ data may or may not be 
used in distributed system environments aIter initial access Kas been Jranted. II 
data IloZs tKrouJK a distributed system, tKere e[ist multiple copies oI tKe data 
on diIIerent client macKines. UsaJe constraints tKen Kave to be enIorced Ior all 
tKese clients. .elbert and PretscKner (2013) develop a distributed usaJe control 
enIorcement inIrastructure tKat Jenerically and application-independently e[-
tends tKe scope oI usaJe control enIorcement to any system receivinJ usaJe-
controlled data. 

.Kan et al. (2012) discuss tKe security risNs and tKeir manaJement in 
cloud computinJ. Cloud computinJ provides outsourcinJ oI resources brinJ-
inJ economic beneIits. TKe outsourcinJ KoZever does not alloZ data oZners 
to outsource tKe responsibility oI conIidentiality, inteJrity and access control, 
as it still is tKe responsibility oI tKe data oZner. TKe paper presents a risN in-
ventory ZKicK documents tKe security tKreats identiIied in terms oI availabil-
ity, inteJrity and conIidentiality Ior cloud inIrastructures in detail Ior Iuture 
security risNs. TKey also propose a metKodoloJy Ior perIorminJ security risN 
assessment Ior cloud computinJ arcKitectures presentinJ some oI tKe initial 
results. 

From an inIormation privacy perspective, .inJ and RaMa (2012) analyse KoZ 
Zell tKe reJulatory IrameZorNs in place in Europe and tKe United States Kelp 
protect tKe privacy and security oI sensitive consumer data in tKe cloud. It 
maNes suJJestions Ior reJulatory reIorm to protect sensitive inIormation in 
cloud computinJ environments and to remove reJulatory constraints tKat limit 
tKe JroZtK oI tKis vibrant neZ industry. 

TZo e[ploratory studies Zere conducted by .raemer and Carayon (2005) to 
identiIy tKe various dimensions oI CIS (Computer and InIormation Security) 
culture. One study included an industry ZorNJroup consistinJ oI si[ CIS man-
aJers and specialists. TKe second study consisted oI individual intervieZs ZitK 
eiJKt CIS manaJers and manaJers and eiJKt netZorN administrators. TKe 
ZorNJroup and CIS manaJers and netZorN administrators provided a prelimi-
nary list oI elements in CIS culture dimensions, includinJ� employee participa-
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tion, traininJ, KirinJ practices, reZard system, manaJement commitment, and 
communication and IeedbacN. 

Personas represent a poZerIul tool Ior desiJninJ systems to meet user needs. 
In a paper by LeZis and Coles .emp (2014) comic strips are used as an ap-
proacK to aliJn personas and narrative scenarios� tKe resultinJ visual arteIact 
Zas tested ZitK inIormation security practitioners, ZKo oIten struJJle ZitK Zid-
er enJaJement. It oIIers Zays in ZKicK diIIerent proIessional roles can ZorN to-
JetKer to sKare understandinJ oI comple[ topics sucK as inIormation security. It 
also oIIers user-centred desiJn practitioners a Zay to reIlect on, and participate 
ZitK, user researcK data. 

LuJer et al (2015) recoJnises tKe KeiJKtened role oI desiJners in tKe reJula-
tion oI ambient interactive tecKnoloJies. TKey developed and tested a series oI 
data protection ideation cards ZitK teams oI desiJners to Kelp maNe emerJinJ 
European data protection reJulations more accessible to tKe desiJn community. 

LuNoscK et al (2015) report on diIIerent scenarios Irom tKe security domain 
in ZKicK auJmented reality (AR) tecKniTues are used to support inIormation e[-
cKanJe. A combination oI Tuantitative and Tualitative evaluation sKoZed tKat 
AR can improve tKe distributed situational aZareness oI a team. 

McCauley-Bell and Crumpton (1998) consider tKe Kuman Iactors issues in 
inIormation security. TKey provide an overvieZ oI possible risNs tKat users can 
pose to inIormation systems and oI tKe inIormation security issues impacted by 
Kuman interaction tKat may or may not play a role in promotinJ system security. 

OtKmane and Les]eN (2009) oIIer a solution to protectinJ data privacy called 
Active Bundles. TKe tecKniTue protects sensitive data Irom tKeir disclosure to 
unautKorised parties and Irom unautKorised dissemination (even iI started by an 
autKori]ed party). TKe protocol uses buddies to provide anonymity to senders 
and receivers. Evaluation oI tKe solution indicates tKat� (i) tKe percentaJe oI 
sensitive data tKat reacKes unautKori]ed Kosts durinJ dissemination can be KiJK, 
(ii) tKe apoptosis mecKanism protects sensitive data Irom dissemination to unau-
tKori]ed Kosts and (iii) tKe Active Bundles solution provides a level oI anonymi-
ty to Kosts ZKile it does not decrease siJniIicantly tKe tKrouJKput oI buddies. 

Romanou (2018) e[amines tKe e[tent to ZKicK Privacy by DesiJn can saIe-
Juard privacy and personal data ZitKin a rapidly evolvinJ society. TKis paper 
e[plains tKe tKeoretical concept and tKe Jeneral principles oI Privacy by DesiJn, 
as laid doZn in tKe General Data Protection ReJulation. TKen, by indicatinJ 
speciIic e[amples oI tKe implementation oI tKe Privacy by DesiJn approacK, it 
demonstrates ZKy tKe implementation oI Privacy by DesiJn is a necessity in a 
number oI sectors ZKere speciIic data protection concerns arise (biometrics, e-
KealtK and video-surveillance) and KoZ it can be implemented. 

TaKboub and SaleK (2014) state tKat traditional security approacKes sucK as 
IireZalls can¶t protect data Irom leaNaJe. Data leaNaJe/loss prevention ( ) sys-
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tems are solutions tKat protect sensitive data Irom beinJ in non-trusted Kands. 
TKeir paper surveys DLP systems and compares tKem ZitK otKer security and 
data protection approacKes. 

Inadvertent data disclosure by insiders is considered as one oI tKe biJJest 
tKreats Ior corporate inIormation security WĦcKner and PretscKner (2012). Data 
loss prevention systems typically try to cope ZitK tKat problem by monitorinJ 
access to conIidential data and preventinJ tKeir leaNaJe or improper KandlinJ. 
HoZever, tKey are limited ZKen enIorcinJ more comple[ security policies tKat 
Ior instance speciIy temporal or cardinal constraints on tKe e[ecution oI events. 
TKeir paper presents UC4Win, a data loss prevention solution based on tKe con-
cept oI data-driven usaJe control to alloZ sucK a Iine-Jrained policy-based pro-
tection. UC4Win is capable oI detectinJ and controllinJ data-loss related events 
at tKe level oI individual Iunction calls and can tracN tKe IloZs oI conIidential 
data tKrouJK tKe system. 

Halboob et al (2015) e[amined computer Iorensics and privacy protection 
Iields and observed tKat tKere are tZo conIlictinJ directions in computer data 
security. In tKe otKer Zords, computer Iorensics tools try to discover and e[tract 
diJital evidences related to a speciIic crime, ZKile privacy protection tecKniTues 
aim at protectinJ tKe data oZner¶s privacy. As a result, IindinJ a balance be-
tZeen tKese tZo Iields is a serious cKallenJe. E[istinJ privacy-preservinJ com-
puter Iorensics solutions consider all data oZner¶s data as private and, as a re-
sult, tKey collect and encrypt tKe entire data. HoZever, tKis increases tKe inves-
tiJation cost in terms oI time and resources. TKereIore, tKere is a need Ior Kav-
inJ privacy levels Ior computer Iorensics so tKat only relevant data are collected 
data and tKen only private relevant data are encrypted. Halboob et al propose 
privacy levels Ior computer Iorensics startinJ ZitK classiIyinJ Iorensic data, and 
tKen analysinJ all data access possibilities ZitKin computer Iorensics. TKey also 
deIine several privacy levels based on access possibilities ZKicK lead to more 
eIIicient privacy-preservinJ computer Iorensics solutions. TKey conclude tKat 
development oI a privacy-preservinJ computer Iorensics IrameZorN based on 
tKese privacy levels is reTuired and tKat IurtKer ZorN is reTuired Ior deIininJ 
levels and policies Ior netZorN Iorensics and supportinJ Iully automatic data se-
lection Ior selectinJ tKe private and/or relevant data. 

Version control is also a tecKniTue tKat can be used to avert risNs. Version 
control is tKe process by ZKicK diIIerent draIts and versions oI a document or 
record are manaJed. It is a ³tool´ ZKicK tracNs a series oI draIt documents, cul-
minatinJ in a Iinal version and it provides an audit trail Ior tKe revision and up-
date oI tKese Iinalised versions. Version control is important Ior data documents 
tKat underJo a lot oI revision and redraItinJ and is particularly important Ior 
electronic documents because tKey can easily be cKanJed by several diIIerent 
users. TKese cKanJes may not be immediately apparent. .noZinJ ZKicK version 
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oI a document is beinJ e[amined is important, Ior e[ample, in order to Iind out 
ZKicK version oI a policy is currently in Iorce, or ZKicK version oI a policy Zas in 
use at a time. TKere are several soItZare tools tKat can be used to manaJe version 
control saIely and eIIectively. One oI tKe main issues reJardinJ version control is 
tKe reTuirements to destroy previous versions oI documents once tKe Iinal version 
Kas been approved (altKouJK retaininJ previous versions is sometimes useIul in 
documentinJ tKe tKinNinJ tKat led to tKe Iinal version.) In some cases, Data Pro-
tection and Freedom oI InIormation Acts determine tKat tKe inIormation Keld, in-
cludinJ draIts oI previous versions may be subMect to disclosure. 

Li et al (2017) arJue tKat KavinJ multiple copies oI data Kas KiJK reliability 
but also Kas tKe disadvantaJe oI KiJK redundancy storaJe and loZ space utili]a-
tion. TKey demonstrate a data bacNup metKod based on XOR cKecNsum beinJ 
suitable Ior storinJ Kot temporary data, ZKicK Iirst splits tKe data into tZo parts 
and tKen perIorms tKe XOR operation oI tKe tZo parts to Jenerate anotKer part 
oI tKe data. Finally, tKe XOR cKecNsum stores tKe tKree data parts into diIIerent 
nodes. TKe cKecNsum not only ensures tKe security oI data but also saves tKe 
storaJe space, tKus improvinJ tKe perIormance oI readinJ and ZritinJ. TKis 
strateJy acKieves a mutual bacNup betZeen tKe tKree nodes in order to ensure 
data security. Because tKere is only one copy oI oriJinal data in tKe system, tKis 
model resolves tKe data inconsistency problem reasonably and simpliIies tKe da-
ta version control e[istinJ in tKe redundancy bacNup model. 

Mao et al (2104) state tKat cloud storaJe is an ideal Zay oI data storaJe and 
Kas been Zidely used. HoZever, it must be ensured tKat data is not lost or dam-
aJed. Most cloud storaJe systems use replica redundancy tecKniTue to solve tKe 
problem oI tKe loss oI data. Commonly used strateJies include� consistency 
strateJy based on replica cKain, consistency strateJy based on multi-version 
control, and consistency strateJy based on timestamp. TKey discuss tKeir re-
searcK into consistency strateJies as a Iocus Ior cloud storaJe data security. 

ConZay et al (2107) also consider tKe data security aspects oI cloud compu-
tinJ. TKey state tKat tKere is still a lot to learn about tKe adoption and use oI 
cloud, includinJ issues sucK as security, data protection, interoperability, service 
maturity, and return on investment. TKey describe an assessment model devel-
oped by tKe Innovation Value Institute (IVI) usinJ a multi metKod, tZo-pKased 
approacK. TKe Iirst pKase involved a revieZ oI tKe current academic and practi-
tioner literature in tKe area oI cloud. TKe second pKase employed tKe principles 
oI desiJn science and open innovation to pilot, test, validate, and reIine tKe 
cloud adoption assessment in collaboration ZitK industry-based practitioners. 
By usinJ tKe assessment model, tKe level oI maturity Zill identiIy areas oI 
strenJtK and ZeaNness ZitKin tKe orJani]ation and serve as tKe basis Ior an im-
provement roadmap, to ensure tKe successIul adoption and on-JoinJ manaJe-
ment oI cloud. 
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ScKarnicN et al (2016) discuss tKat investinJ in data security tKat is intanJi-
ble is oIten not seen as priority e[penditure as it brinJs no Return on Investment 
nor contributes to e[pandinJ tKe business. HoZever, tKe neZly enacted Protec-
tion oI Personal InIormation (POPI) Act in SoutK AIrica, reTuires businesses to 
re-evaluate tKeir stance on inIormation security and data storaJe protection as 
POPI reTuires tKat µappropriate and reasonable security measures¶ be put in 
place to eIIectively protect all personal inIormation tKat larJe orJanisations as 
Zell as smaller businesses process and more importantly store. HoZever, tKe 
lacN oI compreKensive controls Iound ZitKin any one inIormation security ap-
proacK (inIormation security standard, best practice or IrameZorN) to Iully ad-
dress tKe reTuirements oI tKe POPI act, leaves businesses e[posed to leJislative 
action under POPI. TKeir paper analyses Zidely implemented inIormation secu-
rity approacKes in tKe conte[t oI POPI compliance. An evaluation oI tKe com-
preKensiveness oI tKese approacKes and tKeir proposed mecKanisms Ior protect-
inJ data ZitKin businesses is conducted. 

��2� 2uWsiGers ± prevenWion 

Al-FedaJKi (2011) presents a tKeoretical IrameZorN Ior DLP in terms oI a 
IloZ-based conceptual model. It proposes tKat DLP can be oriented toZard tKe 
entire inIormation liIecycle and incorporate diverse processes in tKe course oI 
business by usinJ tKis IrameZorN as a Ioundation Ior speciIication and desiJn oI 
DLP. To demonstrate Ieasibility oI tKe approacK, tKe model is applied to tKe Rec-
ords and InIormation ManaJement system oI tKe U.S. Internal Revenue Service. 

AccordinJ to Blasco et al (2012) insider tKreats are an increasinJ concern Ior 
most modern orJani]ations. Data LeaNaJe Protection (DLP) systems Kave been 
developed to tacNle tKis issue and ZorN by tracNinJ sensitive inIormation IloZs 
and monitorinJ e[ecuted applications to ensure tKat sensitive inIormation is not 
leavinJ tKe orJanisation. HoZever, current DLP systems do not Iully consider 
tKat trusted applications represent a tKreat to sensitive inIormation conIidentiali-
ty. In tKeir paper, tKey demonstrate KoZ to use common trusted applications to 
evade current DLP systems. TKey analyse tKe proposed evasion tecKniTue Irom 
tKe malicious insider point oI vieZ and discuss some possible countermeasures 
to mitiJate its use to steal inIormation. 

Borders and PraNasK (2009) present an approacK Ior TuantiIyinJ inIormation 
leaN capacity in netZorN traIIic. Instead oI tryinJ to detect tKe presence oI sensi-
tive data²an impossible tasN in tKe Jeneral case²tKeir Joal is to measure and 
constrain its ma[imum volume. TKey taNe advantaJe oI tKe insiJKt tKat most 
netZorN traIIic is repeated or determined by e[ternal inIormation, sucK as pro-
tocol speciIications or messaJes sent by a server. By IilterinJ tKis data, Ze can 
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isolate and TuantiIy true inIormation IloZinJ Irom a computer. WKen applied to 
real Zeb broZsinJ traIIic, tKe alJoritKms Zere able to discount 98.5� oI meas-
ured bytes and eIIectively isolate inIormation leaNs. 

Costante et al (2016) state tKat to conIront tKe problem oI data loss (i.e. tKe 
unautKori]ed/unZanted disclosure oI data, Data Loss Protection (DLP) solu-
tions eitKer employ patterns oI NnoZn attacNs (siJnature-based) or try to Iind 
deviations Irom normal beKaviour (anomaly-based). WKile siJnature-based so-
lutions provide accurate identiIication oI NnoZn attacNs and can prevention 
tKem, tKey cannot cope ZitK unNnoZn attacNs, nor ZitK attacNers ZKo IolloZ 
unusual patKs (liNe tKose NnoZn only to insiders) to carry out tKeir attacN. TKey 
oIIer a DLP protection IrameZorN uses an anomaly-based enJine tKat automati-
cally learns a model oI normal user beKaviour, alloZinJ it to IlaJ ZKen insiders 
carry out anomalous transactions. 

Gessiou et al (2011) state tKat tKe traditional approacK Ior detectinJ inIor-
mation leaNs is to Jenerate IinJerprints oI sensitive data, by partitioninJ and 
KasKinJ it, and tKen comparinJ tKese IinJerprints aJainst outJoinJ documents. 
UnIortunately, tKis approacK incurs a KiJK computation cost as every part oI 
document needs to be cKecNed. As a result, it is not applicable to systems ZitK a 
larJe number oI documents tKat need to be protected. Additionally, tKe ap-
proacK is prone to Ialse positives iI tKe IinJerprints are common pKrases. TKey 
propose an improvement Ior tKis approacK to oIIer a mucK Iaster processinJ 
time ZitK less Ialse positives. TKe core idea oI tKeir solution is to eliminate 
common pKrases and non-sensitive pKrases Irom tKe IinJerprintinJ process. 

JunJ et al (2008) describe tKe desiJn and implementation oI Privacy Oracle, 
a system tKat reports on application leaNs oI user inIormation via tKe netZorN 
traIIic tKat tKey send. Privacy Oracle treats eacK application as a blacN bo[, 
ZitKout access to eitKer its internal structure or communication protocols. TKis 
means tKat it can be used over a broad ranJe oI applications and inIormation 
leaNs (i.e., not only Web traIIic content or credit card numbers). To accomplisK 
tKis, tKey develop a diIIerential testinJ tecKniTue in ZKicK perturbations in tKe 
application inputs are mapped to perturbations in tKe application outputs to dis-
cover liNely leaNs� tKey leveraJe aliJnment alJoritKms Irom computational biol-
oJy to Iind KiJK Tuality mappinJs betZeen diIIerent byte-seTuences eIIiciently. 

.im and .im (2010) address company monitorinJ oI tKeir employee¶s be-
Kaviour usinJ a DLP (Data Loss Prevention) solution to protect tKeir inIor-
mation assets Irom internal attacNers. DurinJ tKe monitorinJ process, it is inevi-
table tKat private inIormation is disclosed to recoJni]e tKe violation oI internal 
reJulations Ior KandlinJ tKe company¶s critical inIormation. In tKeir paper, tKe 
autKors suJJest a data loss prevention metKod considerinJ tKe privacy violation 
level. TKey consider a metKod oI TuantiIyinJ tKe deJree oI privacy violation 
based on tKe data units ZKicK are e[posed ZKen tKe employee¶s data KandlinJ is 
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monitored. At tKe same time, tKey suJJest a metKod oI TuantiIyinJ tKe deJree 
oI importance oI data units ZKicK are monitored. 

Lui and .Kun (2010) provide an introductory paper on data loss prevention. 
It covers tKe data loss problem, tKe need to address tKe problem (driven by Jov-
ernment and industry reTuirements), tKe data loss prevention approacK coverinJ 
loss modes, solution capabilities and best practices. 

Oet]el and SpieNermann (2014) propose a metKodoloJy to systematically 
consider privacy issues by usinJ a step-by-step privacy impact assessment 
(PIA). E[istinJ PIA approacKes cannot be applied easily because tKey are im-
properly structured or imprecise and lenJtKy. TKey arJue tKat companies tKat 
employ tKeir PIA metKod can acKieve µprivacy-by-desiJn¶, ZKicK is Zidely Ker-
alded by data protection autKorities. TKe contribution oI tKe arteIacts tKey creat-
ed is tZoIold� First, tKey provide a Iormal problem representation structure Ior 
tKe analysis oI privacy reTuirements. Second, Ze reduce tKe comple[ity oI tKe 
privacy reJulation landscape Ior practitioners ZKo need to maNe privacy man-
aJement decisions Ior tKeir IT applications. 

�� Managing GaWa Ereaches �miWigaWion� 

Detection oI data breacKes is a critical area. (SKu et al., 2016) utilise se-
Tuence aliJnment tecKniTues Ior detectinJ comple[ data-leaN patterns. TKeir 
alJoritKm is desiJned Ior detectinJ lonJ and ine[act sensitive data patterns. 
TKis detection is paired ZitK a comparable samplinJ alJoritKm, ZKicK alloZs 
one to compare tKe similarity oI tZo separately sampled seTuences. TKe sys-
tem acKieves Jood detection accuracy in recoJni]inJ transIormed leaNs. In 
implementinJ tKe system, tKe autKors demonstrate tKe KiJK multitKreadinJ 
scalability oI tKeir data leaN detection metKod reTuired by a larJe orJani]a-
tion. 

Solutions e[ist Ior detectinJ inadvertent sensitive data leaNs caused by Ku-
man errors and to provide alerts Ior orJani]ations. A common approacK is to 
screen content in storaJe and transmission Ior e[posed sensitive inIormation. 
SucK an approacK usually reTuires tKe detection operation to be conducted in 
secrecy. HoZever, tKis reTuirement is cKallenJinJ to satisIy in practice, as de-
tection servers may be compromised or outsourced. SKu et al (2015) Kave de-
vised a privacy-preservinJ data-leaN detection (DLD) solution to solve tKe issue 
ZKere a special set oI sensitive data diJests is used in detection. TKe advantaJe 
oI tKeir metKod is tKat it enables tKe data oZner to saIely deleJate tKe detection 
operation to a semi-Konest provider ZitKout revealinJ tKe sensitive data to tKe 
provider. TKey describe KoZ Internet service providers can oIIer tKeir customers 
DLD as an add-on service ZitK stronJ privacy Juarantees. Evaluation Kas 



 

Section I� ArWicles 
European Journal of Privacy Law & Technologies 1 | 2018 

�8 

sKoZn tKat tKe metKod can support accurate detection ZitK very small number 
oI Ialse alarms under various data-leaN scenarios. 

Data bacNup operation is an essential part oI common IT system administration. 
Since tKe bacNup and restore operations accrue doZntime overKead or perIormance 
deJradation, tKey Kave to be desiJned to ensure tKe data reliability ZKile minimis-
inJ tKe perIormance and availability overKead. TKis is especially important iI data 
needs to be recovered iI it is compromised by a virus, malZare or KardZare Iailure. 
Yin et al (2012) study tKe impacts oI diIIerent bacNup policies on availability 
measures sucK as storaJe availability, system availability, and user-perceived avail-
ability. TKe autKor¶s studies sKoZ tKe eIIectiveness oI tKe combination oI Iull bacN-
up and partial bacN-up in terms oI user-perceived data availability and data loss rate. 
Sensitivity ranNinJ can also Kelp improve tKe availability measures. 

³TKe tKree cateJories tKat are used to classiIy in-Iormation security risNs are 
conIidentiality, inteJrity, and accessibility or availability oI inIormation (U.S. 
Department oI Homeland Security, 2002).  

� A security breacK in conIidentiality is deIined as sources not intended to 
Kave NnoZledJe oI tKe inIormation Kave been provided ZitK tKis NnoZledJe. 
An e[ample oI tKis cateJory Zould be sendinJ sensitive data to tKe ZronJ per-
son.  

� A security breacK in inteJrity is an incident ZKere tKere is an unautKor-
i]ed or incorrect cKanJe made to an inIormation source. An e[ample oI tKis cat-
eJory is a Iinancial accountinJ error causinJ tKe inIormation in tKe database to 
be inaccurate.  

� A security breacK in accessibility occurs ZKen eitKer access Ior tKose 
entitled to a system is denied or access is Jiven to tKose ZKo are not autKori]ed 
to access tKe system. An e[ample oI tKis cateJory Zould be an autKori]ed user 
oI a system ZKo is unable to access a system due to IorJettinJ tKeir passZord.´ 
Cited in (Carstens et al., 2004) 

�� RisN assessmenW anG GaWa proWecWion auGiW 

An important internal audit Iunction is evaluatinJ tKe eIIectiveness and eIIi-
ciency oI an orJani]ation¶s control processes. TKese control processes include 
tKe policies, procedures and activities in place ZitKin an orJani]ation Ior man-
aJinJ risN and acKievinJ orJani]ational obMectives. 

In tKe standard, developed by tKe International OrJani]ation Ior Standardi]a-
tion (ISO), ³control processes´ are deIined as an orJani]ation¶s manaJement 
system. To conIorm to tKe ISO standard, orJani]ations are reTuired to establisK 
and maintain manaJement system processes. OrJani]ations are also reTuired to 
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establisK internal audit proJrams. TKe Juidelines Ior understandinJ tKese inter-
nal audit reTuirements are set out in ISO 19011, Guidelines Ior AuditinJ Man-
aJement Systems (ISO 19011, 2011). 

ISO 19011�2011 provides Juidance on auditinJ manaJement systems, in-
cludinJ tKe principles oI auditinJ, manaJinJ an audit proJramme and conduct-
inJ manaJement system audits, as Zell as Juidance on tKe evaluation oI compe-
tence oI individuals involved in tKe audit process, includinJ tKe person manaJ-
inJ tKe audit proJramme, auditors and audit teams. TKe standard is applicable to 
all orJani]ations tKat need to conduct internal or e[ternal audits oI manaJement 
systems or manaJe an audit proJramme. TKe application oI tKe standard to otKer 
types oI audits is possible, provided tKat special consideration is Jiven to tKe 
speciIic competence needed. 

AcNnowleGgemenW 

TKe ZorN undertaNen Ior tKis paper Zas conducted as part oI tKe EU Iunded 
TAtoDPR proMect - TraininJ activities Ior tKe implementation oI tKe Data Pro-
tection ReIorm. 

LisW of acronyms 

DLP Data leaNaJe prevention/Data loss prevention 
DPO Data Protection OIIicer 
EDPA European Data Protection Act 
EDPS European Data Protection Supervisor 
GDPR EU General Data Protection ReJulation 
PIA Privacy Impact Assessment 
POPI Protection oI Personal InIormation Act 4, 2013 
SA Supervisory AutKority 
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