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&hallenge TiWle� ResponGing Wo anG prevenWing +acNers 

Use &ase Au�
Whor 

AndreZ Morris, Martin MaJuire, NatKan Stuttard 
LouJKborouJK University 

Topic BeKavioural Area� Human beKaviour and security 

2verview 

You are tKe leJal Ombudsman Ior Spearman SoItman, a reputable 
LaZ Iirm. It Kas been reported to you tKat a serious breacK oI data 
Kas occurred. A solicitor¶s computer Kas been KacNed, and a Iile 
stolen containinJ inIormation pertinent to a case. TKis Zas leaNed 
to a neZspaper ZKicK compromises tKe leJal case. TKis Iile con-
tained tKe name and address oI tKe deIendant, as Zell as biometric 
inIormation. 
 
You Kave been tasNed ZitK carryinJ out an investiJation into tKe 
cause oI tKis data breacK. You must e[plore tKe beKavioural ante-
cedents ZKicK contributed to tKe breacK. To do tKis, you must e[-
plore tKe motivation and causes Ior tKe breacK ZKetKer accidentally 
due to mistaNes by an employee or on purpose iI tarJeted deliber-
ately by a KacNer. 

1� Engage 

%ig iGea 
A solicitor¶s Iile containinJ a deIendant¶s details Kas been stolen by 
KacNers 
One Zord or sentence about tKe cKallenJe. 

EssenWial 
4uesWion 

HoZ sKould tKe solicitors oI Spearman soItman act to deal ZitK tKe 
data breacK and prevent maMor data breacKes Irom KappeninJ in tKe 
Iuture" 
TKe biJ capstone Tuestion summarisinJ tKe cKallenJe. 

IniWial re�
sources 

A IeZ oI tKis Zeb articles may provide conte[t. 
Kttps�//KandbooN.deeson.co.uN/company-policies/computer-usaJe-
and- security-policy/ 
Kttps�//inIo.idaJent.com/bloJ/63-oI-data-breacKes-result-Irom-
ZeaN-or- stolen-passZords 
Kttps�//ZZZ.itJovernance.co.uN/bloJ/4-oI-tKe-5-top-causes-oI-
data- breacKes-are-because-oI-Kuman-or-process-error/ 
Kttps�//ZZZ.computerZeeNly.com/neZs/450425184/Security- pro-
Iessionals-name-top-causes-oI-breacKes 
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Any initial resources tKat students miJKt use to conte[tualise tKe 
cKallenJe 
± a video or small readinJ e[ercise Ior e[ample. TKis sKould not 
run into tKe investiJation staJe. 

*uiGing 4ues�
Wions 

� HoZ Zould you Jo about investiJatinJ tKe breacK" 
� WKicK members oI staII Zould you involve in tKe investi-
Jation" 
� WKat do you tKinN caused tKe breacK" 
� HoZ Zould you ensure tKat sucK a data breacK cannot 
Kappen in Iuture" 
� WKat otKer actions Zould you need to taNe" e.J. reportinJ 
tKe event, maNinJ a public statement. 
 
UndertaNe a µsituation room¶ or µbrieIinJ room¶ e[ercise ZitK tKe 
students. TKey are your team. EncouraJe tKem to brainstorm to de-
velop a list oI Tuestions ZKicK breaN tKe cKallenJe doZn into its 
constituent elements and manaJeable sections. And to put tKese in 
an order. 
--- 
Use tKis space to sKoZ KoZ you Zill do tKis and leave space Ior tKe 
students to complete tKe Tuestions. TKis bo[ sKould be completed 
as a team by tKe students. 

ReflecWions 

Once tKe students Kave done tKis, encouraJe tKem to reIlect on KoZ 
Zell tKis e[ercise ZorNed. HoZ Zell do tKe Tuestions reIlect tKe 
cKallenJe" 
HoZ could a similar situation be tacNled more eIIectively in tKe Iu-
ture" 
Use tKis space to record individual reIlections on tKe process. 

2Wher noWes !

2� InvesWigaWe 

AcWiviWy 'e�
scripWion 

EncouraJe students to map out a process oI investiJation Ior an-
sZerinJ tKe Tuestions above. 

Resources 

List any readinJ, Zeb or video resources Kere tKat you tKinN Zould 
be Jood to µJet tKe students JoinJ¶. 
Kttps�//ico.orJ.uN/Ior-orJanisations/Juide-to-tKe-Jeneral-data-
protection-reJulation-Jdpr/principles/storaJe-limitation/ 
Kttps�//ZZZ.NaspersNy.com/bloJ/tKe-Kuman-Iactor-in-it-security/ 
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OtKer resources Zill include printed statements Irom people involved 
Ior analysis as part oI tKe investiJation. TKe stories in tKe statements 
may not matcK completely so tKe students Zill need to ZorN out KoZ to 
resolve tKe inIormation. OtKer items could include tKe IT reports sKoZ-
inJ tKe pattern oI passZords over time, to identiIy iI ZeaNer passZords 
are beinJ used, and by ZKom. Alternatively a passZord could Kave 
been Zritten on a ³post-it´ note, tKouJK you cannot be sure oI tKis. 
 
SearcKinJ tKrouJK tKe IolloZinJ Mournals and databases may also 
Kelp� BeKaviour and InIormation TecKnoloJy, InIormation and 
ManaJement, Science Direct, Scopus, Taylor and Francis, Journal 
oI Business ResearcK and Computers and Security. UsinJ multiple 
NeyZord combinations Zill assist ZitK tKis. 
 
---- 
EncouraJe students to collect and use resources to Kelp tKem to ad-
dress tKe Tuestion. 

SynWhesis 

TKe Iinal product oI tKis e[ercise sKould be a PoZerPoint presenta-
tion to syntKesise tKe students IindinJs toZards tKe problem. TKis 
sKould include a title and recommendations paJe. 
 
EstablisK a tasN ± eJ. A presentation, report, essay, video, brieIinJ 
etc tKat students sKould produce to syntKesise tKeir ansZer to tKe 
Tuestions. 
--- 
EncouraJe students to summarise tKeir ansZer. 

ReflecWions Students to provide a reIlection on tKe process. 

2Wher noWes  

�� AcW 

SoluWion ProWo�
Wypes 

EacK Jroup Zill provide a classroom style brieIinJ to IelloZ stu-
dents to e[plain tKe process and outcome oI tKeir investiJations, 
and to disseminate tKe implications ZKicK IloZ Irom tKis. 
 
TKis brieIinJ Zill include inIormation on tKe IolloZinJ� 
(6) TKe nature and cause oI tKe breacK 
(7) TKe implications and KoZ tKey Zill be Kandled 
(8) TKe nature oI tKe investiJation, e.J. tKe measures used to reacK 

tKe conclusion 
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(9) Recommendations to tKe manaJinJ Partner oI tKe Iirm  
(10)  Response to tKe client and perKaps a public statement  
(11)  ReportinJ oI breacK to an autKorised body 
 
TKe recommendations provided sKould be based on a beKavioural 
rationale and sKould aim to improve attitudes to data security and 
aZareness oI tKe implications oI data breacKes. 
 
Provide tKe students ZitK a Iormat Ior presentinJ tKeir solutions to 
tKe problem. TKis miJKt be a report template, a real Zorld simulat-
ed scenario 
± e.J. a brieIinJ to a client or senior manaJers in an orJanisation. 

SoluWion 
Please indicate tKe Ney recommendations to tKe university man-
aJement 
Here. 

ImplemenWa�
Wion plan Please provide a plan Ior tKe implementation oI tKe proMect. 

EvaluaWe 

Please address tKe IolloZinJ Tuestions� 
1. WKat are tKe Ney cKallenJes Ior your orJanisation in implement-

inJ tKe plan you identiIied" 
2. WKat Zere tKe strenJtKs and ZeaNnesses oI your overall ap-

proacK to tKe cKallenJe" 
3. Were tKere any cKanJes tKat could be made to tKe company Pol-

icy" 
WKat did you learn Irom tKis ZKole process" 

2Wher noWes  

�� ReflecWion anG GocumenWaWion 

&ase noWes 

GatKer class IeedbacN Irom students about tKeir e[perience in at-
tendinJ tKe class and conductinJ tKe e[ercise. 
II you Zere to run tKis cKallenJe aJain ZitK a Jroup oI learners, 
KoZ 
Zould you cKanJe it" 

 
 


