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&hallenge TiWle� AuWomaWion anG &onnecWiviWy 

Use &ase 
AuWhor 

Roberto Montanari, Elisa Landini, Aura Tardia, 
RE�Lab  

Topic TecKnical Area� Privacy in tKe Internet oI tKinJs  

2verview 

Car manuIacturers are addressinJ researcK and innovation eIIorts 
toZards tKe development oI saIe and eIIicient autonomous veKicles. 
AltKouJK not Iully mature, tKe tecKnoloJy Ior sucK veKicles e[ists 
already. One oI tKe main Ieatures on board sucK veKicles is connec-
tivity. Connectivity ensures tKat tKe car is not only collectinJ data on 
tKe passenJers, tKe environment, tKe inIrastructure, tKe otKer veKi-
cles (usinJ e.J. diIIerent types oI sensors), but it is also able to sKare 
tKis inIormation ZitKin tKe netZorN in real time in order to provide 
better service. AltKouJK state-oI-tKe-art measures are employed to 
ensure security oI tKe data and oI tKe car itselI, tKe possibility re-
mains Ior KacNers to violate tKe system and data breacKes to occur. 

1� Engage 

%ig iGea Privacy vs. KinderinJ innovation 

EssenWial 
4uesWion HoZ to protect privacy ZitKout KinderinJ innovation" 

IniWial  
resources 

Any initial resources tKat students miJKt use to conte[tualise tKe cKal-
lenJe ± a video or small readinJ e[ercise Ior e[ample. TKis sKould 
not run into tKe investiJation staJe. Kttps�//ZZZ.youtube.com/ 
ZatcK"v M.0Sr[BC1[s 
Kttps�//neZsroom.intel.com/editorials/Nr]anicK-tKe-Iuture-oI-
automated- drivinJ/ 

*uiGing 
4uesWions 

UndertaNe a µsituation room¶ or µbrieIinJ room¶ e[ercise ZitK tKe 
students. TKey are your team. EncouraJe tKem to brainstorm to de-
velop a list oI Tuestions ZKicK breaN tKe cKallenJe doZn into its 
constituent elements and manaJeable sections. And to put tKese in 
an order. 
TKe AutoMove Company, a car manuIacturer based in BoloJna, is 
leadinJ researcK in tKe Iield oI autonomous cars. You are tKeir neZ-
ly appointed DPO, and tKe CKieI Innovation and Product OIIicer in-
Iorms you tKey Zill soon come to tKe marNet ZitK an autonomous 
veKicle ZKicK Zill also monitor tKe state oI tKe driver and oI tKe 
otKer passenJers� are tKey aZaNe, Iocused, distracted, tired, anJry, 
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stressed" TKe CIPO e[plains tKat automation needs tKese data in or-
der to establisK ZKen to sub in Ior tKe driver, ZKen it is a Jood time 
to Kand- over control, or ZKen to provide tKe driver ZitK any type oI 
inIormation to avoid distraction. 
 
You are asNed to analyse tKe product Irom a Data Protection per-
spective and ensure tKat tKe company is compliant ZitK tKe GDPR. 
 

� WKat otKer Tuestions Zould you asN tKe CIPO to Jet a clearer pic-
ture oI tKe IunctioninJ oI tKe product" 

� WKat otKer employees in AutoMove Zould you need to speaN to" 
� WKat Ieatures Zould you suJJest addinJ to tKe car, tKat product 

developers miJKt not Kave considered so Iar" (e.J. consent re-
Tuests, privacy notices, privacy settinJs) 

--- 
Use tKis space to sKoZ KoZ you Zill do tKis. And Leave space Ior 
tKe students to complete tKe Tuestions. TKis bo[ sKould be complet-
ed as a team by tKe students. 
!

ReflecWions 

Once tKe students Kave done tKis. EncouraJe tKem to reIlect on KoZ 
Zell tKis e[ercise ZorNed. HoZ Zell do tKe Tuestions reIlect tKe 
cKallenJe" HoZ could a similar situation be tacNled more eIIectively 
in tKe Iuture" Use tKis space to record individual reIlections on tKe 
process. 
ReIlect on tKe cKallenJe and on your GuidinJ 4uestions. Try to put 
tKem in an order. 

1. Are you Kappy ZitK tKe list oI Tuestions you identiIied" WKy/ZKy 
not" 

2. WKat are tKe interestinJ/cKallenJinJ elements in tKis scenario" 

2Wher noWes !

2� InvesWigaWe 

AcWiviWy  
'escripWion 

EncouraJe students to map out a process oI investiJation Ior ansZer-
inJ tKe Tuestions above. 
Map out a process Ior supportinJ tKe CIPO in tKe deIinition oI essen-
tial reTuirements. 

Resources 
List any readinJ, Zeb or video resources Kere tKat you tKinN Zould 
be Jood to µJet tKe students JoinJ¶. 
TKe ³Compliance PacN´ draIted by tKe FrencK CNIL (Commission 
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Nationale InIormatiTue et Libertps) can provide tKe initial conte[t 
on tKe topic oI GDPR and Connected/Autonomous veKicles� 
Kttps�//ZZZ.cnil.Ir/sites/deIault/Iiles/atoms/Iiles/cnilBpacNBveKicule
sBconnec tesBJb.pdI 
---- 
EncouraJe students to collect and use resources to Kelp tKem to ad-
dress tKe Tuestion. 
Try to collect additional resources tKat can Kelp you Irame and un-
derstand tKe speciIic cKallenJe. 

SynWhesis 

EstablisK a tasN ± e.J. A presentation, report, essay, video, brieIinJ 
etc tKat students sKould produce to syntKesise tKeir ansZer to tKe 
Tuestions. 
MaNe a PoZer Point Presentation summari]inJ your JuidinJ Tues-
tions and tKe investiJation process you IolloZed to ansZer tKem. 
TKis Zill Kelp you identiIy retrospectively ZKetKer you are satisIied 
ZitK tKe investiJation pKase or ZisK you Kad acted diIIerently. 
TKe PoZer Point sKould also describe tKe recommendations and suJ-
Jestions Ior tKe development oI a data protection and privacy-
oriented autonomous car. WKat security measures sKould be imple-
mented" WKat tecKnical measures Zould you deem adeTuate Ior tKe 
protection oI data and privacy" 
--- 
EncouraJe students to summarise tKeir ansZer. 

ReflecWions 

Students to provide a reIlection on tKe process. 
1. HoZ did you orJani]e your InvestiJation activity" 
2. WKat resources Zere most useIul, and KoZ did you collect tKem" 
3. HoZ successIul Zas tKe InvestiJation process" WKat Zould you 

cKanJe iI you could repeat tKe process" 

2Wher noWes  

�� AcW 

SoluWion  
ProWoWypes 

You sKould prepare Ior KoldinJ a meetinJ ZitK tKe colleaJues at Au-
toMove ZKo Kandled tKe development oI tKe autonomous car. 
You sKould draIt a report Ior tKem to understand your recommenda-
tions. You can e[periment diIIerent Iormats and determine ZKicK one 
is tKe most eIIective in conveyinJ tKe messaJe. 
You could also brieI your colleaJues in speaNinJ, and tKen use tKe 
minutes oIvtKe meetinJ as a supportinJ document. 
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SoluWion 
Students to provide a solution or options Ior diIIerent solutions in tKe 
Iormat suJJested above. 
Report Kere tKe solution ZKicK is, in your opinion, tKe most eIIective. 

ImplemenWa�
Wion plan 
 

Students also to provide a plan Ior KoZ at least one oI tKe solutions 
sKould be delivered. 
Please develop a plan Ior tKe implementation oI tKe solution you 
identiIied. 

EvaluaWe 

1. Students to develop a Mournal entry to evaluate tKe diIIerent solu-
tions, and KoZ tKey miJKt Jo about tKe e[ercise diIIerently in Iu-
ture. Students miJKt also be asNed KoZ tKe e[ercise itselI could be 
IurtKer developed as a pedaJoJical process. 

2. Evaluate tKe results and your approacK to tKe cKallenJe� 
3. WKat are tKe Ney critical elements Ior privacy and data protection 

ZKen developinJ an autonomous/connected veKicle" 
4. AmonJ tKe recommendations you provided to your colleaJues, 

ZKicK ones are tKe most important" 
5. Are you satisIied ZitK tKe process and approacK you IolloZed 

tKrouJKout tKe cKallenJe" WKy/ZKy not" 
6. WKat did you learn Irom tKis process" 

2Wher noWes  

�� ReflecWion anG GocumenWaWion 

&ase noWes  

 
 


