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&hallenge TiWle� EmEeGGing Privacy in 1ew Technologies 

Use 
&ase AuWhor Roberto Montanari, Elisa Landini, Aura Tardia, RE�Lab 

Topic Data Protection  

2verview 

Provide a 100-300 word introduction to the challenJe. Ensure that 
this only introduces the challenJe and does not spell out solutions. 
AppOsta S.r.l., an Italian innovative small enterprise, is contracted 
by a biJ client the development oI a mobile app. 
The app is intended to allow drivers to Iind, booN and buy parNinJ 
spots in urban areas usinJ their mobile phone. 
AppOsta S.r.l. will implement state-oI-the-art security measures Ior 
data protection within the app, which will Jather personal data, lo-
cation data and transaction data, amonJ others. 

1� Engage 

%ig iGea One word or sentence about the challenJe. 
Privacy and new technoloJies. 

EssenWial 
4uesWion 

The biJ capstone Tuestion summarisinJ the challenJe¶. 
How can technoloJies be desiJned to ensure privacy protection" 

IniWial 
resources 

Any initial resources that students miJht use to conte[tualise the 
challenJe ± a video or small readinJ e[ercise Ior e[ample. This 
should not run into the investiJation staJe. 
Many mobile apps still display inIormation to the user in a way that 
is clearly non-compliant with the GDPR. Pre-ticNed bo[es are the 
most evident mistaNe. 
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In addition, many applications, even widespread ones, maNe it 
hard Ior the users to Iind their privacy settinJs, reTuirinJ them to 
naviJate, tap and scroll throuJh several paJes beIore IindinJ what 
they are looNinJ Ior. 
 

 
 
 
 
This means that the principles and processes oI Data Protection by 
DesiJn and by DeIault are still not Iully Nnown and understood by 
app developers and desiJners within enterprises. 

*uiGing 
4uesWions 

UndertaNe a µsituation room¶ or µbrieIinJ room¶ e[ercise with the 
students. They are your team. EncouraJe them to brainstorm to de-
velop a list oI Tuestions which breaN the challenJe down into its 
constituent elements and manaJeable sections. And to put these in 
an order. 
<ou are AppOsta S.r.l.¶s newly appointed DPO. <ou are still col-
lectinJ inIormation to Jet acTuainted with the company¶s activities 
and related data protection issues. 
The App Development Team is startinJ to worN on the desiJn oI the 
ParNinJ App, and the Team Leader comes to you, NnowinJ that the 
app will deal with personal data. He¶s worried that he and his team 
do not Nnow the new rules well enouJh to maNe the Iinal app truly 
³GDPR compliant´. 
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The desiJn process Ior the app has barely beJun, so you have the 
opportunity to Juide it in the riJht direction. 
--- 
Use this space to show how you will do this. And Leave space Ior 
the students to complete the Tuestions. This bo[ should be complet-
ed as a team by the students 
What Tuestions should you asN the Team Leader to start to Irame 
the tasN" 
Brainstorm a list oI Tuestions you should asN in order to Jet a clear-
er picture oI the activity and oI the role you could play. 
DraIt a complete list oI Tuestions and put them in an order, priori-
tizinJ the ones you believe are more important. 

ReflecWions 

1. Once the students have done this. EncouraJe them to reIlect on 
how well this e[ercise worNed. How well do the Tuestions reIlect 
the challenJe" 
2. How could a similar situation be tacNled more eIIectively in the 
Iuture" Use this space to record individual reIlections on the pro-
cess. 
3. ReIlect on the GuidinJ 4uestions process and results� 
4. How did you Ieel about the initial brainstorminJ e[ercise" 
Were you happy with the list oI Tuestions you put toJether" 
Why/why not" 

2Wher noWes  

2� InvesWigaWe 

AcWiviWy 
'escripWion 

Now that you have identiIied the inIormation you need Irom the 
Team Leader, you should Jather this inIormation and collect the 
resources that can help you develop a Jood solution. 
The InvestiJation phase should lead you to the answers to your 
GuidinJ 4uestions. 

Resources 

List any readinJ, web or video resources here that you thinN would 
be Jood to µJet the students JoinJ¶. The principles oI Privacy by 
DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ Hints 
and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
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EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
 
---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
 
---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
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https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
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EncouraJe students to collect and use resources to help them to 
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Try and Jather more resources that miJht help you address the 
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EncouraJe students to collect and use resources to help them to 
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Try and Jather more resources that miJht help you address the 
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sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
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---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 



Section III� Use cases 
European Journal of Privacy Law anG Technologies 1 | 2019 

1�� 

https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
 
---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
 
---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 
Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
https�//edps.europa.eu/sites/edp/Iiles/publication/10-10- 
27BMerusalemBresolutiononBprivacybydesiJnBen.pdI General in-
Iormation on the topic� 
https�//iapp.orJ/news/a/privacy-by-deIault-in-online-services/ 
Hints and tips on PbD implementation� 
https�//www.inIormation-manaJement.com/opinion/how-to-
implement- privacy-by-desiJn-reTuirements-Ior-Jdpr 
 
---- 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 



Section III� Use cases 

European Journal of Privacy Law & Technologies 1 | 2019 
1�� 

Try and Jather more resources that miJht help you address the 
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Section III� Use cases 

European Journal of Privacy Law & Technologies 1 | 2019 
1�1 

Try and Jather more resources that miJht help you address the 
challenJe more eIIectively. List any readinJ, web or video re-
sources here that you thinN would be Jood to µJet the students Jo-
inJ¶. The principles oI Privacy by DesiJn� 
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challenJe more eIIectively. 

SynWhesis 

Establish a tasN ± eJ. A presentation, report, essay, video, brieIinJ 
etc that students should produce to synthesise their answer to the 
Tuestions. Develop a short document (5 paJes ma[.) containinJ 
Guidelines Ior the Team to Iollow Ior the development oI the 
ParNinJ App. This should allow the Team to understand how to 
concretely implement the principles and reTuirements oI the 
GDPR. 
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Try to Iocus on what data protection/privacy Iunctions, sections, 
or speciIic elements the Iinal app should contain. Include them in 
the Guidelines. 
--- 

EncouraJe students to summarise their answer. 

ReflecWions 

1. Students to provide a reIlection on the process. ReIlect on the 
InvestiJation phase� 
2. What are the Ney problems to be overcome in this challenJe" 
3. How did you orJanize the worN Ior the development oI the 
Guidelines" 
4. How did you collect additional inIormation and resources" 
5. How successIul was the investiJation process" How would you 
orJanize the worN diIIerently iI you did it aJain" 

2Wher noWes  

�� AcW 

SoluWion ProWo�
Wypes 

Provide the students with a Iormat Ior presentinJ their solutions to 
the problem. This miJht be a report template, a real world simulated 
scenario ± e.J. a brieIinJ to a client or senior manaJers in an orJan-
isation. 
DesiJn a complete WorNIlow that the App Development team 
should Iollow throuJhout the desiJn cycle. 
While each speciIic app will obviously reTuire speciIic adaptations, 
this worNIlow should contain steps and processes that apply to app 
development in Jeneral and can be used as a basis Ior Iuture cases 
within the company. 

SoluWion 

Students to provide a solution or options Ior diIIerent solutions in 
the Iormat suJJested above. 
Summarize your Ney recommendations and suJJestions to the Team 
Leader Ior the development oI the ParNinJ App. 

ImplemenWaWion 
plan 
 

Students also to provide a plan Ior how at least one oI the solutions 
should be delivered. 
Please, develop a plan Ior the implementation oI the WorNIlow so-
lution. 
How will you monitor the proJresses" What indicators will you evalu-
ate" How will you cooperate with the App Development team" 

EvaluaWe Students to develop a Mournal entry to evaluate the diIIerent solutions, 
and how they miJht Jo about the e[ercise diIIerently in Iuture. 
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Students miJht also be asNed how the e[ercise itselI could be Iur-
ther developed as a pedaJoJical process. 
Develop a Mournal entry evaluatinJ the solution you identiIied� 
1. What are the Ney challenJes that the Team Leader and his col-
leaJues may encounter in e[ecutinJ the WorNIlow" 
2. What were the strenJths and weaNnesses oI your overall ap-
proach" 
3. What chanJes would you maNe to your speciIic Guidelines and to 
your Jeneral WorNIlow" 
What did you learn Irom this process" 

2Wher noWes  

�� ReflecWion anG GocumenWaWion 

&ase noWes  
 
 


