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&hallenge TiWle� ProWecWing GaWa from WhefW 

Use &ase AuWhor Andrew Morris, Martin MaJuire, Nathan Stuttard, LouJhborouJh 
University 

Topic Public Sector 
ManuIacturinJ 

2verview 

<ou are the head oI the data breach InvestiJation department at 
the maMor manuIacturinJ company, BiJMetal. It has come to your 
attention that several reports have been stolen. These conIidential 
reports contained the company¶s Ney innovation ideas, which are 
very important Ior Iuture products. It is possible that this breach 
may have occurred due to human error, possibly throuJh the pa-
per reports unwittinJly beinJ leIt on a train, thouJh you cannot be 
sure oI this. 
 
<our supervisor has tasNed you with investiJatinJ the cause oI 
this data breach. II it was accidental, it must be established how 
the breach occurred Irom a behavioural perspective. It is your 
tasN to determine the underlyinJ reasons as to why the breach oc-
curred, rather than simply what happened at the time to cause it. 

1� Engage 

%ig iGea Clients¶ personal data has been stolen by hacNers 

EssenWial 
4uesWion 

How should the employees oI BiJMetal act to deal with the data 
breach and avoid such breaches in the Iuture" 

IniWial resources 

A Iew oI these web linNs may be helpIul� 
https�//www.Jutobebb.orJ.uN/news/computers-leIt-overniJht-
risN-cyber- attacN 
https�//www.tripwire.com/state-oI-security/security-data-
protection/5- innocent-mistaNes-that-cause-an-it-security-breach/ 
https�//ico.orJ.uN/Ior-orJanisations/Juide-to-
pecr/communications- networNs-and-services/security-breaches/ 
https�//simplicable.com/new/data-breach 
https�//www.thedatacommander.com/sinJle- 
post/2017/04/11/ManuIacturinJ-is-2-TarJet-oI-Cyber-AttacNs 
https�//www.youtube.com/watch"v 7i9.oamDmss 

*uiGing 
4uesWions 

1. How would you Jo about investiJatinJ the breach" 
2. What actions do you thinN caused the breach" 
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3. From the perspective oI the employee at BiJMetal, 
what do you thinN caused the breach" 
4. How could you stop such a breach Irom happeninJ in 
the Iuture" 
5. What actions would you need to taNe to report the inci-
dent" 
 

UndertaNe a µsituation room¶ or µbrieIinJ room¶ e[ercise with the 
students. They are your team. EncouraJe them to brainstorm to 
develop a list oI Tuestions which breaN the challenJe down into 
its constituent elements and manaJeable sections and to put these 
in an order. 

 
Use this space to show how you will do this and leave space Ior 
the students to complete the Tuestions. This bo[ should be com-
pleted as a team by the students 

ReflecWions 

Once the students have done this, encouraJe them to reIlect on 
how well this e[ercise worNed. How well do the Tuestions reIlect 
the challenJe" 
How could a similar situation be tacNled more eIIectively in the 
Iuture" 
Use this space to record individual reIlections on the process. 

2Wher noWes Any other notes that teachers and students should be aware oI 
when usinJ this challenJe. 

2� InvesWigaWe 

AcWiviWy 'escrip�
Wion 

EncouraJe students to map out a process oI investiJation Ior an-
swerinJ the Tuestions above. 

Resources 

List any readinJ, web or video resources here that you thinN 
would be Jood to µJet the students JoinJ¶. 
https�//ico.orJ.uN/Ior-orJanisations/Juide-to-the-Jeneral-data-
protection-reJulation-Jdpr/principles/storaJe-limitation/ 
https�//www.calypti[.com/hipaa/top-5-causes-oI-data-breaches-
in- healthcare/ 
https�//www.british-assessment.co.uN/Juides/3-causes-security-
breaches/ 
 
Other resources will include written statements Irom members 
oI staII and descriptions Irom employees oI how they recorded 
their passwords. 
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SearchinJ throuJh the IollowinJ Mournals and databases may al-
so help� Behaviour and InIormation TechnoloJy, InIormation 
and ManaJement, Science Direct, Scopus, Taylor and Francis, 
Journal oI Business Research and Computers and Security. Us-
inJ multiple Neyword combinations will assist with this. 
 
EncouraJe students to collect and use resources to help them to 
address the Tuestion. 

SynWhesis 

The Iinal product oI this e[ercise should be a PowerPoint 
presentation to synthesise the students¶ IindinJs towards the 
problem. This should include a title and recommendations paJe. 
 
Establish a tasN ± e.J. A presentation, report, essay, video, brieI-
inJ etc that students should produce to synthesise their answer 
to the Tuestions. 
 
EncouraJe students to summarise their answer. 

ReflecWions Students to provide a reIlection on the process. 

2Wher noWes Any other notes that teachers and students should be aware oI 
when usinJ this challenJe. 

�� AcW 

SoluWion 
ProWoWypes 

Each Jroup will provide a classroom style brieIinJ to Iellow 
students to e[plain the process and outcome oI their investiJa-
tions, and to disseminate the implications which Ilow Irom this. 
 
This brieIinJ will include inIormation on the IollowinJ� 
(16) The nature and cause oI the breach 
(17) The implications and how they will be handled 
(18) The nature oI the investiJation, e.J. the measures used to 
reach the conclusion 
(19) Recommendations to the manaJement oI BiJMetal 
 
The recommendations provided should be based on a behav-
ioural rationale and should aim to improve attitudes to data se-
curity and awareness oI the implications oI data breaches. 
 
(Provide the students with a Iormat Ior presentinJ their solutions 
to the problem. This miJht be a report template, a real world 
simulated scenario 

± e.J. a brieIinJ to a client or senior manaJers in an orJanisation). 
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SoluWion Students to provide a solution or options Ior diIIerent solutions in 
the Iormat suJJested above. 

ImplemenWaWion 
plan 

Please provide a plan Ior the implementation oI the proMect 
 
Students also to provide a plan Ior how at least one oI the solu-
tions should be delivered. 

EvaluaWe 

1. Please address the IollowinJ Tuestions� 
2. What are the Ney challenJes Ior your OrJanisation in imple-
mentinJ the plan you identiIied" 
3. What were the strenJths and weaNnesses oI your overall ap-
proach to the challenJe" 
4. Were there any chanJes that could be made to the company 
Policy" 
5. What did you learn Irom this whole process" 

 
Students to develop a Mournal entry to evaluate the diIIerent solu-
tions, and how they miJht Jo about the e[ercise diIIerently in Iu-
ture. Students miJht also be asNed how the e[ercise itselI could 
be Iuther developed as a pedaJoJical process. 

2Wher noWes  

�� ReflecWion anG GocumenWaWion 

&ase noWes  

 

Gather class IeedbacN Irom students about their e[perience in at-
tendinJ the class and conductinJ the e[ercise. 
II you were to run this challenJe aJain with a Jroup oI learners, 
how would you chanJe it" 

 
 


