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 WORKSHOP INTRODUCTION
 LUCILLA GATT
  Jean Monnet Chair – Protech
  Full Professor of Private Law and New Technologies Law 
  Director of the Research Centre of European Private Law (ReCEPL)
  Director of European Journal of Privacy Law &Technologies (EJPLT)

     Protection of consumers in the digital service market. 
     Consumer behaviour and consumer law

 The Jean Monnet Chair in European Protection Law of Individuals in 
Relation to New Technologies – Protech (Erasmus+, Jean Monnet Actions 
611876-Epp-1-2019-1-It-Eppjmo-Chair) granted at the Università degli Studi 
Suor Orsola Benincasa (Naples, Italy) hold at the same University the Protech 
Workshop a.y. 2020/2021 entitled Legal Design for Transparency in Consumer 
Contracts, on the following topics: 
 – Human-Centered Design approach to implement the transparency 
in consumer contracts; 
 – Protech Legal design in Consumer Contracts with particular regard 
to banking contracts;
 – Design thinking for the innovation of products and services for 
consumers with particular regard to banking area;
 – The data protection in the e-commerce filed, with specific reference 
to the ePrivacy Draft Regulation;
 – Personal data investment through investment contracts of personal 
data: the issue of the “merchantability” of the data and the limits to exercise 
the right to data portability by delegated powers;
 – Online platforms as complex digital environment characterized by a 
lack of transparency about the role and status of the parties involved, as well 
as by the use of unfair commercial practices;
 – Online dispute resolution (ODR), focusing the attention on the 
advantages and the disadvantages to settle out-of-court disputes between 
businesses and consumers originating from online contracts of goods and 
services. 
 The objective of the Protech Workshop a.y. 2020-2021 was to 
straighten the protective approach in European Law regarding the relationship 
between individuals and technologies, with particular regard to consumer 
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protection in the digital age, since the relationship with technologies could 
place them in a position of vulnerability even if they do not have disabilities. 
 The European Union is founded on the values of human dignity, 
equality, respect for human rights, including the rights of persons belonging 
to minorities. In the internal market, the European Union promotes scientific 
and technological advances and deals with the interactions between science 
and technological development, as well as broad societal, ethical and 
fundamental rights issues, also in relation to vulnerable individuals, such us 
the consumer. Furthermore, over the last thirty years, the European Union 
has approved several legislative acts and recommendations to enforce the 
protection of individuals who are in a position of vulnerability compared to 
others, who could abuse their greater power over them in digital environments. 
The first goal of this call was to create a contact between the stakeholders of 
the European Business area and the Academics of Italian and European area 
who could try to give solutions to the questions put out by the first. Therefore, 
the call was directed to the stakeholders (as banks, enterprises, industries 
with particular interest in technology development) and the academics. 
The workshop became the place where the Stakeholders could ask to the 
Academics how to solve some critical issues concerning their relationship 
with the consumers of their products and services. At the same time, the 
call was also directed to the Academics whose studies could offer concrete 
answers to the proposed questions.
 As final result of the Workshop it will be published in the European 
Journal of Privacy Law & Technologies – EJPLT (www.ejplt.tatodpr.eu) the 
collection of the papers or case studies presented during the dialogue between 
the above mentioned categories.
 The a.y. 2020-2021 Workshop put a particular emphasis on: 
 1. Straightening the protective approach in European Law regarding 
the relationship between individuals and technologies, with particular regard 
to “Legal Design for Transparency in Consumer Contracts” but taking into 
account a more wide;
 2. Encouraging Professors, Researchers, Ph.D. candidates and Young 
Scholars, to respond to a widely accessible call for papers. The selected papers 
will be presented during the workshop and published in the European Journal 
of Privacy Law & Technologies (EJPLT); 
 3. Strengthening the international exchange and the dialogue between 
academics and stakeholders on the workshop topics.
Here below there is a list of example questions that have been proposed with 
the purpose of animating the debate between Stakeholders and Academics, 
that would be useful for the innovation and improvement of the business:

Lucilla Gatt  Protection of consumers in the digital service marketLegal design for transparency in consumer contracts  Workshop introduction

 – How can be implemented the transparency in consumer contracts?
 – “How can the bank increase the trust of the client in the relationship 
with themself?” 
 – “What is the role of design thinking in relation to products and 
services innovation?”
 – “How can the big tech enterprise adequately protect the consumers’ data?” 
 –“The big tech enterprise can legally buy the consumers data and, if 
yes, which content must have the contract?” 
 – How to ensure greater certainty of roles and legal situations in 
the relationships undertaken via the online platforms? How to tackle unfair 
commercial practices?
 – What are the advantages and disadvantages of online dispute 
resolution (ODR)?
 Professors, Researchers, Ph.D. candidates and Young Scholars 
coming from anywhere in the world, have answered to the questions listed 
above with a paper or use case. They come from a variety of Public and Private 
Institutions and have different scientific backgrounds including not only law 
but also economy, engineering, computer science and design.
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KEYNOTE SPEECH
 ELŻBIETA FERET
  Full Professor, Universitet Rzeszwski (Polonia)

    The Polish financial instruments for the protection 
    of consumer relationships online and offline

 Thesees:
 1. Human (civic) rights are guaraneed by the Constitution of the 
Republic of Law of 2 April 1997, Journal of Law – Dz. U. No. 78, item 483 as 
amended (hereinafter the Constitution of the RP).
 2. As a rule, they are acquired rights, and therefore inviolable by the 
provisions of ordinary statutes.
 3. The specificity of financial law regulations makes it possible to limit 
these rights, and sometimes it even leads to their deprivation.
 4. As a public branche the Financial Law (public finance) can’t be treat 
as private one, so it is difficult to use the technologist (but not impossible).
 5. The technologist the possibility of helping and protection of the 
human rights in financial law ?
 The polish financial instruments are connecting with the financial law 

– the public one which means that the regulations will protect the state and 
local government not consumer – it is the base !!!. The public finance includes 
the processes associated with the accumulation with allocating public means 
and them: incomes, revenues, expenditures and expenses by the government 
and local government, too.
 But the other operators in the scope, in which they are using public 
means or they have these funds at their disposal. Specific subsidies from the 
state budget for financing or funding partially of costs of the implementation 
of an investment project: of entrepreneurs – are being granted including 
provisions on proceedings in the matters concerning the state aid; associated 
with researches or developmental works – are granted including criteria and 
the mode definite in separate provisions; in frames arrange the meeting about 
the public-private partnership – are being granted including provisions on the 
public-private partnership; the non profit institutions. They are protect thanks 
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STAKEHOLDERS
 ALMERINA BOVE
  Vice Capo di Gabinetto, Presidente Regione Campania

    Legal design for Public Administrations activities and acts

 The Italian Public Administration and, more particularly the Campania 
Region, have for some time started a reflection on the need to implement 
user interfaces that facilitate citizens’ access to the services offered by 
platforms based on public services. An analysis of administrative documents 
has also started, especially regional ones, in order to create versions that 
are understandable to non-specialized users. On both paths traced the legal 
design tools are found to be essential. It follows the opportunity for a fruitful 
dialogue between university research centers and public institutions in order 
to start projects of common interest in the domains of document clarification 
and human machine interface.

 Key-words
 Legal design, Public Administration, HMI, Partnership.

to Minister of finance or regional account chamber. The functioning of the public 
sector as an organization in Poland thanks to different new systems: „open to 
the client” – on-line documents; IKP platform – for the health care; Trusted 
signature in the e-administracja; E-servises providede by administration 
units on the electronic public administration services (ePUAP) platform; 
E-citizen platform as „a step in the future” – mobile application; Ministry of 
Administration and Digitization. All of them should to defend Cyber safty either 
public or private organizations.
 The security of information collected, processed and shared with 
the use of information technology is a very important issue for the proper 
functioning of public finance sector units. The importance of this issue is 
emphasized by legal regulations in the form of laws and regulations, which 
define the requirements for the security of information regarding:
 – protection of classified information,
 – protection of personal data,
 – implementation of public tasks.

 Conclusions
 The most important is that now even in the public discipline as 
Financial Law we have the possibilities to use the new technologists. But 
because of public form the finance institutions we have (government) to Focus 
on the special guarantee – protecting the public and private informations. 

 Key-words
 Financial Law, financial instruments, public and private finance, 
 the new technologies.

Legal design for transparency in consumer contracts  Workshop Abstracts 
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 ROBERTO MONTANARI, ARIANNA FANTESINI
  RE:Lab – Reggio Emilia

    Crucial questions on consumer law

 ELISABETTA PRIOTTI
  Consulente, Tutelattiva, Movimento Consumatori – Torino

    How can consumers become (and be made) more aware 
    of their rights?

 Concerning online commercial relationships in the light of consumer 
protection, what are the main differences between European and international 
law? And what could be the solutions to bridge the gap?
 What tools can increase trust between companies and consumers in 
online environments?

 Key-words
 Consumer law, European Law, International Law, Consumer trust.

 In the administrative field, the public administration is called upon 
to carry out, often and willingly, a double evaluation and, therefore, to draw 
up a double motivation, since the activity of the Public Administration is 
expressed not only in terms of evaluating the conditions of public interest but 
also and above all in the verification and analysis relating to compliance with 
the sectorally relevant technical criteria. If the public administration already 
finds itself in difficulty in applying the aforementioned technical criteria, the 
moment in which it is called to externalize the evaluation to the interested 
parties and counter-interested parties by means of the provisional motivation 
becomes even more problematic. This is because the latter, even more than 
state administrations and peripheral administrations, lack the minimum and 
essential sector skills at least for the purpose of understanding the highly 
technical motivation.

 Key-words
 Public Administration, Administrative Act Motivation, Legal Design, 
 Public Interest, Sectorial Skills.

Legal design for transparency in consumer contracts  Workshop Abstracts Morning Session  Stakeholders
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 VIVIANA DE PAOLA
  ICT Senior Consultant, Agenzia per l’Italia digitale (AGID)

    Usability of digital information and services through 
    legal design

 ANNA PERNA
  Lawyer, Legal Department, Banca del Mezzogiorno, Mediocredito Centrale

    Crucial questions on consumer banking law

 AgID guidelines on the accessibility of IT tools - websites and mobile 
applications – (platform).
 As the university imagines, through legal design, the usability of the 
information and services published on these mobile applications and websites 
based on Law 4/2004, art. 3-bis, paragraph 2, letter b), points 1 to 4.

 Key-words
 Usability, IT tools, Legal Design, Digital Services.

 Information as a parameter, in relation to the balance of the banking 
contract, to avoid cases of abusive credit.

 Key-words
 Banking Law, Contract Law, Consumer Protection, Legal Design.

Legal design for transparency in consumer contracts  Workshop Abstracts Morning Session  Stakeholders
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 PASQUALE ROVITO
  Digital Transition Responsible, Ente Autonomo Volturno s.r.l. (EAV) Napoli

    Crucial question on old generations consumers behaviour 

 RAFFAELE CRISPINO
  CEO, Project & Planning s.r.l. Napoli

    The customer centrality does not end with regulatory compliance

 Is it possible to make digital technology compatible with the needs of 
older generations who are not familiar with digital tools?

 Key-words
 Consumer Law, Customer Satisfaction, GDPR.

 Intermediaries must ask themselves what it really means to put the 
customer “at the center” of their operations in organizational and managerial 
terms? Are the incentives structured also taking into account customer 
satisfaction objectives?

 Key-words
 IC Technology, Accessibility, HMI, Consumer Needs.

Legal design for transparency in consumer contracts  Workshop Abstracts Morning Session  Stakeholders
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 VIVIANA JANDOLI
  Legal Consultant, Museo Madre – Museo d’arte contemporanea Donnaregina, Napoli

    The visual arts for Legal Design: Visual Contracts 
    and Comic Contracts 

 How does the academy approach contracts drawn up almost 
exclusively through images? Will there be openness towards this new object 
of study?
 What can be the contribution of the academy to implement the use of 
Visual Contracts to protect weak categories of contractors?
 How will the teaching of contractual discipline change with the 
introduction of Visual Contracts in future academic programs?

 Key-words
 Contract Law, Images, Consumer Law, Legal Design. 

Legal design for transparency in consumer contracts  Workshop Abstracts

ACADEMICS
 PAOLA GRIMALDI
  Senior Researcher

    Information asymmetries in banking and financial contracts: 
    possible solutions from legal design

 Information asymmetries in banking and financial contracts: possible 
solutions from legal design. 
 In banking bargaining the strength of the credit institution is manifested 
in relation to the customer, who therefore assumes the role of a weak contractor, 
deserving of particular protection. Awareness of the characteristics of the 
products offered by banks, the comparison between the different services 
offered on the market and the opportunity to make an informed choice are all 
consequences linked to the information that is made available. Such information 
is above all unclear, so much so as to make it difficult to effectively evaluate the 
convenience of the operations and services offered. Specific rules are envisaged 
that intervene in the various phases in which the bank-customer relationship 
is divided. But it almost always happens that the documentation prepared by 
intermediaries is difficult to read and understand due to their technicality or to 
the use of a language that is not always easily understood. Everything described 
falls within the general discipline of banking and financial contracts which is 
today extremely complex, requires a particular study analysis of the various 
sectors governed by practices and regulatory interventions that are not always 
clear to customers and which should, instead, be made accessible through new 
solutions proposed by the world of legal design. 

 Key-words
 Legal Design, Banking Law, Contract Law, Consumer Law. 
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 LIVIA AULINO
  PhD and Junior Researcher

    Legal design as a support to the legal activities

 SIMONA GHIONZOLI
  PhD (c) and JJunior Researcher

    The evolution of relationships between the customer and 
    their bank, from the rules on transparency to the regulation 
    on payment services. The (digital) archives as means 
    of protection for the consumer customer and citizens

 Legal design is a new editorial approach that allows people without 
legal knowledge to use and understand the contents of legal texts. It 
allows to reduce the workload required of professionals (lawyers, notaries, 
magistrates) who are called to solve their problems. Therefore, legal design 
aims at modifying and rethinking the structure, both graphic and linguistic, 
of legal texts. It is applicable both to classical contracts and to judicial and 
mediation acts. It reduces of litigation and the possibility of disputes arising 
over specific points of which more interpretations are possible as a result of 
how the act was written and, at the same time, thought. 
 Therefore, it is an innovation that affects all aspects of the work of 
legal operators.

 Key-words
 Legal Design, Workload Reduction, Litigation Deflation, 
 B2C Relationship.

 The evolution of relationships between the customer and their bank, 
from the rules on transparency to the regulation on payment services. The 
(digital) archives as means of protection for the consumer customer and citizens. 
For centuries now, the value of individual and collective memory and of the 
preservation of facts and values, which attest a thought and a mindset, has always 
been important. This is a process located outside of time and space and finds one 
of the first expressions of such complexity in the Homeric poems. Subsequently, 
the Greek alphabet was involved in an already initiated and widespread narrative 
process that was nothing more than the tool through which one helps spread an 
already outlined and defined thought. Today, as in ancient times, the mere mediation 
of technology, which does not hinder, but it actually increases the possibilities of 
commercial relationships and transactions, makes the experience of narration and 
of documentation again essential (see Regulations on Tomorrow’s Memory and 
Digital Archives). One may well wonder whether besides the enormous quantity 
of banking transparency, there are means able to create relationships and a more 
democratic, accessible and more importantly sustainable digitalisation process. 
Are we facing the inexorable submissiveness and unknowability of the digital world 
or can every process be regulated by the word of law which, similar to the Greek 
poets and singers in the ancient world, manages to shed light on silence? 

 Key-words
 B2C relationship, Banking Law, GDPR, Consumer Law, ITC Democracy.
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 LAURA VALLE
  Bozen University

    Intrasparenza del contratto e vessatorietà delle clausole: 
    nuove pratiche per la realizzazione del principio 
    di trasparenza nei contratti con il consumatore.

 CHIARA SARTORIS
  Firenze University

    Transparency in banking contracts: 
    reflections and new perspectives 

 La trasparenza o meglio la mancanza di trasparenza è un problema che 
ha da sempre interessato i contratti conclusi con i consumatori o più in generale 
con le parti economicamente più deboli del rapporto contrattuale. In special modo, 
il problema si manifesta con riguardo alle clausole di contenuto vessatorio a carico 
della parte debole del contratto; anzi, nella disciplina delle clausole vessatorie nei 
contratti con il consumatore di derivazione europea la mancanza di trasparenza 
è indice di vessatorietà delle disposizioni contrattuali in base alla conclusione 
che essa crea una situazione di squilibrio a danno del consumatore. Il difetto 
di trasparenza delle clausole contrattuali si è tradizionalmente manifestato in 
modo particolarmente sensibile nei contratti bancari, finanziari e assicurativi. 
E dal momento della diffusione della contrattazione telematica indagini sulle 
condizioni dei contratti online hanno messo in rilievo problematiche notevoli di 
mancanza di trasparenza. L’articolo tratta delle iniziative che sarebbe opportuno 
assumere da parte dei professionisti per dare il via ad un cambiamento nelle 
pratiche di redazione dei contratti,abbracciando nuove prospettive rispettose 
delle tante indicazioni normative che vedono nella trasparenza un principio 
guida della disciplina dei contratti.

 Key-words
 Unfair clauses, Contract Transparency, Banking Law, Insurance Law,
 Legal Design.

 Transparency in consumers’ contracts is a complex issue since it 
involves opposite interests: consumers’ interest to a complete knowledge 
of contractual content and general interest to market functioning. Such 
issue assumes a crucial importance with particular reference to banking 
contracts, whose contents are technically complex and imply financial risks 
for consumers. 
 The Euro-unitarian Law and the Court of Justice case-law often provide 
or strengthen banks’ duties of information towards consumers. However, 
recent judgments show a new approach to transparency: what really matter is 
not the amount of information that banks convey to consumers, instead it is 
crucial its quality. 
 With regard to mortgage loan agreements, the Court of Justice statues 
that the requirement of transparency of contractual terms is not satisfied 
where banks provide objective and abstract information, without conveying 
information concerning economic context capable of having impact on 
exchange rate variations (BNP Paribas 2021). According to articles 4(2)-5 of 
the Directive 93/13/CEE, transparency of contractual terms cannot be reduced 
merely to their being formally and grammatically intelligible. The requirement 
that contractual terms are drafted in plain and intelligible language must be 
understood in a broad sense (Kásler 2014; Gómez del Moral Guasch 2019). 
 Pursuant to the mentioned considerations, my paper aims at 
analysing the most important national and european case-law in banking 
contracts in order to take stock to the new declinations of transparency. It 
should be designed in a “substantial” way, enhancing the possibility for a 
reasonably well-informed and observant consumer to understand, on the 
basis of clear and intelligible criteria, the significant economic consequences 
of terms for her/his financial obligations. Moreover, it is interesting to highlight 
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that transparency duties do not imply a passive role for consumers. On the 
contrary, these latters are required to cooperate with banks to satisfy the goal 
of transparent terms by-means a proactive approach. Thus, it is worthwhile 
to reflect on the existence of a consumer’s burden of self-information on the 
functioning procedure or the calculation of interest rate. 

 Key-words
 Banking Law, Contract Law, Customer Information, B2C Relationship,
 Legal Design. 
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 FILIPPO MORELLO
  Pisa University

    Transparency at any cost? Consumer protection in peer-to 
    peer-to-peer finance

 Addressing asymmetries in peer-to-peer retail financial services  
Digital services for consumers often appear to users as opaque at best and 
puzzling at worse. How to shape a clearer and more accountable transactional 
environment for users, however, is a huge and unresolved conundrum. The 
market for peer-to-peer (P2P) financial services is no exception to this. In 
light of the wait-and-see approach of the EU regulator so far, the present paper 
canvasses three different notions of transparency – derived from positive 
law or regulatory undertakings – that may in principle be extended to P2P 
financial services. It concludes that, although a tailored disclosure on specific 
features of the transactions could benefit certain categories of consumers, 
P2P financial transactions pose threats to users that go well beyond the reach 
of even a well-designed transparency regulation. 
 The enquiry covers the provision of financial services such as lending, 
insurance, and investment through a digital platform that arranges multi-
lateral relationships among users. After delimiting the scope of the analysis 
and the types of transactions set up by the platforms, the paper discusses 
three different notions of transparency that could make transactions 
clearer and safer for consumers. First, regulators could pursue an economic 
transparency, i.e. making all price-sensitive pieces of information available 
to traders as it happens with securities markets. Second, platforms may be 
required to comply with transparency in a procedural sense, disclosing the 
processing of consumers’ data, the criteria used to set up the contracts and 
the functioning of their algorithms. Third, regulators could transpose the 
standards of substantial transparency that European courts have developed 
to police banking contracts’ clauses. Building on the theoretical and practical 
literature that questions the efficacy of disclosure regulation, the analysis 
shows that none of the normative notions of transparency is viable to address 
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the asymmetry of P2P transactions. Regulators should, instead, opt for 
more effective regulatory techniques such as conduct regulations, product 
intervention, and guarantee schemes to absorb potential losses. 

 Key-words
 P2P Services, Transparency, Algorithms, Asymmetry, 
 Financial Services.
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KEYNOTE SPEECH
 INDRANATH GUPTA
  Jean Monnet Chair on European Studies
  O.P. Jindal Global University (India)

 ALTHAF MARSOOF
  Nanyang Technological University Singapore

    Making sense of consent in the digital age: data protection 
    in a world of AI and IoT

 Consent is a fundamental concept that underpins personal data 
protection. It is the gateway that legitimised the collection, processing 
and disclosure of personal data on the part of data controllers and data 
processors. But for consent to be truly meaningful, it must be both 
voluntary and informed. For this to be made possible entities that require 
access to personal data must be transparent. Without transparency, 
there can never be any meaningful consent. To that end, the principle 
of accountability must ensure that data controllers are transparent and 
adhere to “notice and consent” requirements when they collect, process 
and disclose personal data. However, advancements in technologies, such 
as AI and IoT, have posed challenges in respect of the notice and consent 
requirement. 
 High levels of automation and devices that have little or no 
room for user interaction make it difficult for parties to comply with 
transparency and consent requirements in any meaningful way. Thus, we 
posit that aside from meeting the notice and consent requirement at an 
operational level, when designing devices and technologies that collect, 
process and disclose our personal data, such devices and technologies 
must meet certain minimum privacy standards that reflect our normative 
expectations of privacy. 
 Hence, the “privacy by design and default” standard has a 
much more prominent role to play than ever before. And to give effect 
to the standard of privacy by design and default, we must ensure that 
independent and credible mechanisms are in place to certify that new 
devices and technologies meet minimum privacy standards. And when 
devices and technologies are independently certified, we must find 
ways to communicate that using “plain and clear” language. Only then 
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STAKEHOLDERS
 ALFONSO SANTANIELLO
  Presindent, Conform – Avellino; BeaLab –  Napoli

    Crucial questions on conumers using media online platforms

 Do you believe that the way in which online platforms use consumers’ 
personal data to generate advertising revenue is still too complex and opaque 
and, for these reasons, feeds low consumer confidence?
 To what extent do you believe that the use of location tracking through 
online platforms, without the consent of consumers, represents a critical issue 
to be remedied to prevent the growing concerns and distrust of users?
 What intervention measures do you suggest to activate to fill the 
very low awareness on the part of consumers of how their personal data are 
collected and used?
 When looking at online consumer behavior, very often when they are 
given the choice between a little more privacy and a little more convenience, 
they choose the latter option. How do you comment on this case?

 Key-words
 Online Advertising, Complexity, Consumer Awareness, 
 Consumer Behavior.

will users be empowered to make the right choices with regard to their 
personal data.

 Key-words
 Consent, transparency and accountability, notice and consent, AI, 
 IoT, privacy by design and default, plain and clear language.
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 ROBERTO MONTANARI, ARIANNA FANTESINI, DARIO IRRERA
  RE:Lab – Reggio Emilia

    Crucial questions on consumers using social media

 Which are the differences between social media and traditional 
media? Is there a need for an ad hoc legal framework to regulate this new type 
of communication?
 What tools and protections are currently available to consumers 
against data collection, the risk of discrimination and the use of algorithms for 
profiling and business relationship management?

 Key-words
 Social Media, Profiling, Discrimination, Data Protection.
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 GUNDE BAUHOFER
  Director, Centro Tutela Consumatori e Utenti (CTCU) – Bozen

    Crucial question on consumers data protection

 How do I establish the minimum threshold of unlawful treatment that 
the consumer must tolerate before there is any compensable damage?
 Once I establish that it is a serious and serious injury, with what 
parameters do I determine the quantification of the damage (especially non-
pecuniary damage)?
 What can be the consumer protection actions with respect to the 
responsibilities of the platforms, in particular when personal data then are 
transferred to third parties without consent?
 With respect to the burden of proof, how can the consumer prove the 
unlawful processing of personal data by the platforms, in particular how can 
the consumer trace the transmission of the data and the person responsible 
when unlawful processing by third parties are already in place?

 Key-words
 Consumer Tolerance, Personal Data, Consumer Protection, 
 Unlawful Processing, Burden of Proof.
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 SARAH UNGARO, GIOVANNI FERORELLI, ANNA DALLA BENETTA
  Lisi Law Firm – Lecce

    Issues related to the level of transparency for data subjects 
    in the processing and monetization of personal data 
    processed in the online environment

 Personal data “monetization” requires consideration of certain issues 
related to the principles and rules of the GDPR, such as the identification of 
the correct legal basis of the processing. What, in your opinion, are the right 
questions to ask for a proper approach to this issue?
 What will be the possible effects of the Regulation 2019/1150/EU 
rules and of the e-Privacy Regulation about data protection of legal persons in 
the online environment?
 European legislation has long aimed to increase transparency for 
users. Despite this, too many activities of the big players are still characterized 
by opacity, in favour of a growing information gap. In your opinion, what is the 
cause of this problem, and what actions should be taken to solve it concretely?

 Key-words
 GDPR, EU Regulation, Online Media, Transparency.
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 ELIO ERRICHIELLO, MARTA STRAZZULLO
  Errichiello Law Firm – Napoli

    Legal design applied to the power of attorney.
    Relationship of trust and guarantee of the right of defence

 How can be made clearer and more transparent the documents to be 
signed by the client when giving a mandate to a lawyer?

 Key-words
 Legal Design, Litigation, B2C Relationship, Mandate.
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 ELISABETTA SCIALLIS
  Lawyer, UK

    Crucial questions on consumer disputes

 How do you address consumer disputes and what steps do you 
take to prevent them? How do you ensure traders’ participation to the 
dispute resolution process? How do you evaluate the level of awareness 
and understanding of the terms of the contract by consumers in general and 
vulnerable consumers in particular? How do you ensure that intermediaries 
take responsibility for their online seller? For example, in situation like the 
level of transparency and/or breaches of contracts for consumers/buyers.

 Key-words
 Dispute Resolution, Consumer Awareness, Transparency.
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 GIOVANNI LOMBARDI, MARIAROSARIA NAPPI
  Tecno s.r.l. –Milano

    Crucial questions on data management in company context 

 Performance measurement and data collection. How to manage 
company data and information collected? How to collect them in compliance 
with current legislation? 

 Key-words
 Data Management, GDPR, Company.
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 When we talk about the investment of personal data, we are actually 
referring to a situation much more similar to banking contracts than ones can 
imagine. This is not only because the data are considered as a new currency 
of exchange but also because the contract types fall within the category of the 
banking contracts.
 In this sense, the first bank contact that comes into relief is that of 
the investment contract, with the only difference represented by the object of 
the investment: instead of investing money, data is invested, as they have an 
economic evaluation.
 The second contract that is detected is the lease of a safe deposit box 
with the difference that it is a virtual safe and not physical box placed in a 
bank; furthermore, the contents of the safe deposit box are not money and 
other valuables (jewelry, gold bars, etc.) but personal data.

 Key-words
 Personal Data, Data Economy, Data Protection, Banking Law.

ACADEMICS
 MARIA CRISTINA GAETA
  Researcher in Private Law, Università degli Studi Suor Orsola Benincasa 

    Data Investment: the issue of the merchantability of the 
    personal data and the limits to exercise the right to data 
    portability by delegated powers
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 ANNA ANITA MOLLO
  PhD and Senior Researcher 

    La vulnerabilità del consumatore nel contesto digitale

 Le modalità con le quali le piattaforme online utilizzato i dati personali 
dei singoli utenti apre all’interprete un duplice campo di indagine: in primo 
luogo si pone un’esigenza di analizzare e definire una nuova fattispecie, 
caratterizzata da una condizione di evidente disinformazione che espone 
l’utente e, dunque, il consumatore, ad una serie di rischi che contribuiscono 
ad indentificarlo come soggetto vulnerabile, bisognoso di tutela da parte 
dell’ordinamento giuridico. Dall’altro lato, il ruolo del giurista deve, in tale 
contesto, necessariamente ampliarsi al fine di non limitarsi a valutare 
unicamente le questioni teoriche sottese al tema in oggetto, ma anche le 
ricadute pratiche del diverso modo di qualificare un soggetto in considerazione 
del contesto nel quale opera.
 L’art. 6 del Reg. UE 679/2016 (GDPR) prevede quale principale base 
giuridica del trattamento dei dati personali il consenso del soggetto interessato 
per una o più finalità specifiche. Tuttavia, occorre domandarsi quanto sia 
consapevole il consenso prestato dall’utente quando accetta le condizioni 
generali di contratto e la relativa privacy policy  nel momento in cui intende 
accedere ad un determinato servizio online. 
 La trasparenza ed il modo in cui tali clausole e schemi negoziali sono 
predisposi incide notevolmente sul grado di comprensione del testo e, dunque, 
sulla tutela effettiva che al consumatore viene riservata nel procedimento di 
formazione del contratto stipulato in rete 
 Si impone, pertanto, con forza un cambio di prospettiva che riguardi 
non solo le tecniche di redazione dei contratti conclusi online: a fronte di 
una maggiore semplificazione del linguaggio e della sintassi sarebbe 
opportuno avvalersi di nuovi form che, anche attraverso immagini, icone o 
brevi video dimostrativi, siano di immediata percezione per l’utente. A ciò 
deve necessariamente aggiungersi un diverso modo di intendere il ruolo 

del giurista che non si limiti alla sola redazione del contratto, seppure 
nella diversa impostazione sopra richiamata, ma si ponga in funzione di 
tutela preventiva degli utenti, partecipando ai processi di progettazione 
e realizzazione di servizi tecnologici di largo impiego. Il vero obiettivo cui 
tendere, dunque, sembra essere quello di una tecnologia che ponga al centro 
della sua evoluzione la persona e i suoi diritti fondamentali, rappresentando 
la corretta comprensione del contenuto del contratto (scritto in modo chiaro 
e semplice) soltanto l’ultimo passaggio di un processo che fin dall’origine è 
conforme a precetti normativi.

 Key-words
 GDPR, Consumer Awareness, Legal Design, B2C Relationship, 
 Consumer Protection.
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 VALERIA MANZO
  PhD (c) and Junior Researcher 

    E-commerce and online dispute resolution obligations – 
    Focus on the new deal for consumers

 The development of electronic commerce and the cross-border 
dimension of transactions has created the need for alternative dispute 
resolution systems in the event of disputes between seller and buyer.
 In order to balance the encouragement of e-commerce with an 
appropriate system of consumer protection, the European Union has 
introduced an out-of-court dispute resolution tool specifically reserved for 
contracts concluded online for the purchase of goods and services between a 
consumer and a trader called ODR (Online Dispute Resolution).
 In order to improve and modernise the system of the European 
consumer acquis, provide more redress for consumers, ensure equal treatment 
of consumers in every Member State and take into account future challenges 
for consumer policy in a rapidly changing economic and technological 
environment, the EU adopted four Directives.
 This discussion therefore aims to analyse the New Deal for Consumers 
both in relation to a first line of action, which includes measures to modernise 
existing rules in line with digital development such as greater transparency for 
consumers in online markets, and in relation to a second line on which the new 
regulatory package is based, which includes measures to strengthen tools to 
improve consumer rights such as compensating victims of unfair commercial 
practices, addressing quality differences in consumer goods and establishing 
effective sanctions for mass consumer harm across the EU.
 Instructions
 This is a list of questions that have the purpose of animating the 
debate between Stakeholders and Academics. These are example questions 
that aims to stimulate any debate that would be useful for the innovation and 
improvement of the European Business area. Therefore, further questions on 
the topics of the call for papers can be added.

 Eligible applicants
 Stakeholders (as banks, enterprises, industries with particular 
interest in technology development) are invited to discuss the question listed 
below, or other questions on the same topics, with a paper or use case. 
 Professors, Researchers, Ph.D. candidates and Young Scholars coming 
from anywhere in the world, are invited to answer to the questions listed below, 
or to other questions on the same topics, with a paper or use case.
 They can come from a variety of Public and Private Institutions and 
can have different scientific backgrounds including not only law but also 
economy, engineering, computer science and design.

 Key-words
 Consumer Law, ODR, E-commerce, New Deal for Consumers.
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 LAURA GUFFANTI PESENTI
  Cattolica del Sacro Cuore University – Milano 

    Unfair commercial practices and digital platforms 

 ANTONELLA CORRENTI
  Messina University

    Online platforms as a complex digital environment 
    characterised by a lack of transparency on the role and status 
    of the parties involved, as well as the use of unfair commercial 
    practices

 Digital platforms offer noteworthy advantages to businesses and 
consumers. However, bargaining on digital platforms could give rise to abuses 
of contractual power and lack of transparency, not only in transactions between 
consumers and professionals, but also in relationships between consumers 
and platforms. In this context, on one side consumer’s weakness increases, 
due to his digital vulnerability; on the other side, contract law could turn out to 
be unsuitable (especially where no contract has been concluded) making it 
necessary to find different solutions. The purpose of the research is to examine 
consumer remedies against unfair commercial practices (recently enriched by 
dir. 2019/2161/UE) in the digital platforms’ environment. Specific attention will 
be dedicated to personalizing marketing practices. This kind of practices tends to 
offer products, services or prices specifically tailored on the individual consumer. 
Despite appearances, however, this not necessarily means more attention on the 
individual. On the contrary it can be a technique to gain profits for the business, 
exploiting consumer’s data and his ‘digital vulnerability’. In connection with this 
last point, another step of the analysis concerns consumer’s data exploitation 
by digital platforms (which is the necessary prerequisite for personalizing 
marketing practices) in the light of unfair commercial practices discipline. 

 Key-words
 Unfair Commercial Practices, Consumer Law, Digital Platforms, 
 Data Protection.

 Online platforms as a complex digital environment characterised by a 
lack of transparency on the role and status of the parties involved, as well as 
the use of unfair commercial practices 
 Abstract 
 The contribution analyzes the critical issues related to the affirmation 
of technological platforms in the digital market and the dissemination of 
unfair commercial practices, facilitated by the inadequacy of the reference 
regulations to fill the information asymmetry and the lack of transparency in 
the relationships between the interested parties. 

 Key-words
 Digital Environment, E-commerce, Unfair Commercial Practices,
 Transparency.
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 ANTONELLA DI CERBO
  Sannio University

    How can the big tech enterprise adequately protect 
    the consumers’ data?

 Big Tech companies must be the first to avoid unnecessary processing 
of personal data concerning the purposes for which it has been gathered. 
Among the most useful tools for minimising data processing are PETS and 
centralised management tools. Due to the continuous evolution of technology 
and legislation, it would be appropriate that Big Tech companies adopt scalable 
solutions which are adaptable in the long term. 
 Can Big Tech enterprises legally buy consumers data and, if yes, what 
should the content of the contract be? 
 Big tech offer “free” services aimed at collecting data to generate profits. 
Today, excluding their marketability is a utopia. Directive (EU) 2019/770 and 
GDPR admit the transfer of personal data in order to have access to goods and 
services. It is an atypical contract, due to their social and economic importance, 
it would probably be preferable to introduce legislation aimed at defining its 
characteristics and how it is governed by creating a typical contractual. The 
negotiating approach would allow for the commercialization of personal data 
only under certain conditions and would provide the consumer with the typical 
safeguards of the contractual and consumer legislation. In order to evaluate 
contracts relating to data transfer and legal fairness concerning data exchange, 
it would be fundamental to obligate controllers to explicitly inform data subjects 
of the value attributed to their data. Recognising the negotiability of personal 
data seems to be the only practicable way to allow a balance between the 
protection of individual rights and the galloping technological progress. 
 Le big tech hanno il compito e l’obbligo di proteggere i dati personali dei 
consumatori, sono il primo garante del loro corretto trattamento e responsabili 
della loro gestione e conservazione. A tal fine sono tenute in primis ad evitare 
trattamenti dei dati non necessari rispetto alle finalità per le quali sono raccolti. 
L’architettura delle piattaforme social e delle app. di proprietà delle Big Tech 
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dovrebbe essere disegnata in un’ottica privacy oriented. L’installazione dei 
presidi a tutela della privacy dell’utente non dovrebbe richiedere una sua azione 
positiva, ma avvenire per impostazione predefinita, come sancito dai principi 
di privacy by design e by default del GDPR. La normativa comune impone 
l’adozione fin dalla fase della progettazione del trattamento di misure tecniche 
ed organizzative idonee ad attuare e rispettare i principi europei di protezione dei 
dati. Per comprendere l’importanza e l’incisività che ciò può avere sulla privacy 
degli utenti si pensi che la modifica delle impostazioni by default dei sistemi, 
come il semplice cambio dell’interfaccia di una piattaforma social, può dar luogo 
ad un’inversione di tendenza inconsapevole e improvvisa, rendendo pubblici 
campi del profilo che l’utente aveva sino ad allora scelto di mantenere riservati.
 Un altro stumento utile alle Big tech per garantire la protezione dei 
dati degli utenti potrebbe essere un sistema centralizzato di gestione delle 
preferenze che consenta loro di impostare e modificare, in modo semplice e 
immediato, le proprie scelte in materia di privacy, notificando tali aggiornamenti 
presso i server degli altri titolari a cui i dati sono stati precedentemente 
trasmessi, in linea con quanto disposto dall’art. 19 GDPR.
 Più in generale, stante la continua evoluzione di tecnologie e norme, 
sarebbe opportuno che le Big Tech adottassero soluzioni scalabili facilmente 
adattabili sul lungo periodo.
 Non è da sottovalutare la componente educativa affidata allo Stato, 
alla scuola ed alla famiglia: l’efficacia degli strumenti tecnologici e normativi 
dipende anche dall’educazione in materia di diritti digitali e data protection, 
oggi scarsamente diffusa. Si consideri che, secondo le ultime statistiche 
dell’OCSE, solo il 21% degli italiani ha un livello di alfabetizzazione digitale 
classificato come sufficiente.
 La velocità con cui la tecnologia si è evoluta e si è affermata è stata 
talmente alta che ha prodotto penuria di consapevolezza e di educazione tra 
diverse fasce della popolazione. I più inclini al divario digitale sono certamente 
gli anziani e le donne non occupate, ma forti difficoltà nella gestione della 
propria presenza on-line si registrano anche da parte dei nativi digitali.
 È apprezzabile in tal senso la recente iniziativa promossa dal MIUR e dal 
MISE Educazione all’uso del digitale per un consumo consapevole e sostenibile. 
Il progetto ha l’obiettivo di contribuire alla crescita delle conoscenze e delle 
competenze digitali dei cittadini ed orientare le nuove generazioni a un modello 
di consumo circolare in una società più innovativa, sostenibile ed equa. Come 
si comprende, il progetto è rivolto agli studenti ma iniziative di questo genere 
sono state destinate anche alle persone adulte.
 L’obiettivo è rendere l’utente edotto del modo in cui le aziende 
raccolgono ed utilizzano i suoi dati, delle connessioni esistenti tra specifiche 



66 67

azioni ed altrettante specifiche violazioni della propria privacy, nonché 
promuovere comportamenti virtuosi ed attenti: non sono da sottovalutare le 
influenze che l’ambiente circostante e le scorrette abitudini di navigazione 
hanno sulle scelte privacy degli utenti.
 La qualità dei dati, il loro aggiornamento, la loro adeguatezza rispetto 
alle finalità da perseguire devono assurgere a fattore competitivo per le 
imprese e la loro reputazione. Gli utenti devono essere messi nelle condizioni 
di preferire il fornitore del servizio che più è attento al trattamento dei propri 
dati personali. La sfida è combattere l’accentramento dell’offerta ed i fenomeni 
di lock-in, eliminando situazioni di monopolio e favorendo la nascita di nuove 
realtà digitali, anche attraverso la portabilità dei dati. La tutela dei dati dei 
consumatori è affidata ad un’azione congiunta da parte delle Big tech, del 
legislatore e delle istituzioni sociali il cui faro devono essere esclusivamente 
le prerogative della persona.
 The big tech enterprise can legally buy the consumers data and, if yes, 
which content must have the contract?
 Da più di un decennio i principali modelli di business delle più 
importanti big tech, GAFAM, si basano sulla raccolta e sull’analisi dei dati degli 
utenti finalizzati a trasformarli in prodotti predittivi dei comportamenti umani 
(surplus comportamentale).
 Originariamente il trattamento dei dati personali era accessorio 
ad altre attività, viceversa oggi i servizi offerti hanno il principale fine di 
raccogliere dati per generare utili e profitti. Si pensi agli operatori digitali che 
offrono la fornitura di servizi che non prevedono un corrispettivo in denaro ma 
il consenso dell’utente al trattamento dei propri dati personali, anche per scopi 
non necessari alla fornitura del servizio.
 In tali schemi economici è insito il rischio di un mondo in cui solo 
i ricchi possano tutelare la propria sfera di riservatezza, o in cui i già ricchi 
ottengano più di chiunque altro per i loro dati.
 Nonostante tali timori, una lettura in termini patrimoniali dei dati 
personali è oggi imprescindibile. A conferma di ciò la sentenza n. 2631/2021 
con cui il Consiglio di Stato ha accolto l’approccio negoziale ed ammesso 
l’applicabilità della disciplina consumeristica alla cessione dei dati personali 
in cambio di un servizio digitale, riconoscendone la complementarità rispetto 
al   GDPR al fine di garantire tutele multilivello a salvaguardia dei diritti delle 
persone fisiche. Questa interpretazione liberista è rintracciabile anche nelle 
norme comunitarie; i considerando 4 e 13 riconoscono il valore economico 
dei dati personali e ne promuovono la libera circolazione ed il considerando 
47 definisce legittimo il trattamento di dati personali per finalità di marketing, 
purchè effettuato nel rispetto dei principi generali.

 Analogamente la Direttiva (UE) 2019/770 (relativa a determinati 
aspetti dei contratti di fornitura di contenuto digitale e di servizi digitali) fa 
esplicito rifeirmento ai contratti in cui l’operatore economico fornisce contenuti 
o servzi digitali in cambio dei dati personali del consumatore. 
 Preso atto dell’affermazione di questo approccio liberista e realista, è 
indispensabile stabilire l’inquadramento giuridico di questi schemi negoziali, 
in primis comprendere quando il trattamento dei dati personali in cambio di 
servizi possa definirsi lecito ai sensi dell’art 6 del GDPR.
 Nella recente domanda di pronuncia pregiudiziale ex art 267 TFUE 
(causa C-446/21), proposta dalla Corte suprema austriaca alla Corte di giustizia 
in merito alla base giuridica legittimante il trattamento dei dati personali degli 
utenti Facebook utilizzati per le finalità di pubblicità comportamentale e 
personalizzazione dei contenuti, Facebook invoca l’applicazione del fondamento 
di liceità di cui all’art. 6 let. b) del GDPR: il trattamento sarebbe necessario per 
l’esecuzione del contratto in quanto pilastro fondamentale dell’accordo concluso 
dalle parti in causa. Viceversa, il giudice del rinvio, richiamando le Linee guida 
2/2019 del CEPD, sostiene che l’art 6 let. b) non sia una base giuridica adeguata 
per tracciare i profili dei gusti e delle scelte di stile di vita degli utenti, in quanto 
rappresenta un trattamento che va ben al di là di quanto oggettivamente 
necessario per l’esecuzione di un contratto e della legittima aspettativa 
dell’interessato. Seguendo questa visione, peraltro accolta anche dalla scrivente, 
per tali attività di trattamento andrebbe preferita la base giuridica del consenso 
di cui all’art. 6 della let. a). Ne deriva un ruolo strategico del consenso al 
trattamento dei dati personali la cui operatività dovrà essere valutata anche 
alla luce di ulteriori condizioni di liceità e, soprattutto, la cui natura dovrà essere 
mantenuta distinta dal consenso contrattuale, ancorchè ad esso collegata.
 Prescindendo dalle singole attività di trattamento poste in essere 
dal titolare e dalle relative basi giuridiche che le legittimano, l’operazione 
economica che ha come oggetto lo scambio di dati personali in cambio di 
servizi digitali corrisponde ad uno schema contrattuale, al momento, non 
tipizzato dai legislatori comunitario e nazionale.
 Negli ultimi anni si sono affermati sul mercato schemi di remunerazione 
del consenso al trattamento dei dati personali basati sull’offerta di piattaforme 
digitali dedicate alla gestione ed allo sfruttamento economico dei dati. Le 
piattaforme, in qualità di mediatore, hanno il compito di negoziare gli accordi con 
i provider stabilendo l’erogazione di compensi in denaro ovvero in altre forme.
 L’infomediario opera su delega degli interessati, acquisendo 
direttamente i dati da altre società (è il modello promosso da Hoda srl con il 
servizio denominato Wepeople), o offrendo strumenti che consentono loro di 
gestire autonomamente le impostazioni relative ai propri dati personali.
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 Si tratta di schemi di remunerazione al momento sotto osservazione 
da parte delle autorità europee di protezione dei dati personali, in quanto 
palesano una visione in cui i dati della persona sono concepiti come mera 
merce di scambio a detrimento dei suoi diritti fondamentali.
 Tali schemi negoziali raccontano un’evidente deriva a cui porre degli 
argini e palesano l’urgenza di un intervento legislativo volto a disciplinare queste 
fattispecie normative. La tipizzazione di un contratto tipo di cessione dei dati 
personali ne permetterebbe la commercializzazione, subordinandola a condizioni 
più o meno stringenti a seconda del caso concreto. Il consumatore disporrebbe 
degli strumenti di tutela tipici delle discipline contrattualistica e consumeristica: 
rimedi volti a garantire l’equilibrio del sinallagma contrattuale, norme relative 
all’esatto adempimento, norme in materia di clausole vessatorie e pratiche 
commerciali scorrette, riduzione adeguata del prezzo o risoluzione del contratto.
 Inoltre, al netto delle norme dettate dal codice del consumo e dal 
codice civile, le parti saranno tenute al rispetto delle disposizioni in materia 
di data protection: la definizione del ruolo dei contraenti, delle finalità del 
trattamento e dei tempi di conservazione dei dati personali, individuazione 
delle misure tecniche ed organizzative.
 Ai fini della valutazione dei contratti di cessione dei dati e dell’equità 
giuridica dello scambio sarebbe fondamentale obbligare i titolari del 
trattamento ad informare gli interessati circa il valore economico attribuito ai 
loro dati, come proposto di recente negli USA.
 Dalla breve analisi condotta emerge il bisogno urgente di una 
regolamentazione puntuale delle fattispecie contrattuali di cessione dei dati 
personali che si stanno affermando sul mercato.
 Purtroppo, il legislatore è spesso in ritardo, data la crescente 
insorgenza di nuovi business e del loro impatto sulla vita delle persone ma, 
una volta superato l’orientamento che escludeva la commerciabilità dei dati 
personali, ostacolando di fatto l’adozione di una soluzione, si spera che il 
cammino sia meno impervio ed i tempi di percorrenza più celeri.

 Key-words
 GDPR, Privacy by Default, Data Protection, Digital Services, 
 Data Profiling. 
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    The new frontier of data privacy and ownership structure: 
    Tokenizing Genomics 

 Biotech companies have resorted to blockchain and unregulated 
vehicles, such as initial coin offerings, to assure privacy while funding their 
enterprises at a low cost, evading the intricacies of the securities regulations. 
 Nebula Genomics and EncrypGen are examples of companies that 
took advantage of smart contracts and ICOs concurrent with crowdfunding 
and venture capital. Their core business model goes beyond genomic 
services – from obtaining genetic material in exchange for tokens to offering a 
disintermediated trading platform for DNA through blockchain. On the one side 
are “traditional” investors in private companies, and on the other, investors 
that receive an interest in the company, in the form of a token, given in 
exchange for genetic material. 
 This paper explains how biotech blockchain companies have promised 
investors control over genetic data but obscured other dynamics within the 
company ownership structure. Not only do token holders lack voting rights, but 
they are in a new vulnerable position: the company has possession over their 
genetic data. At the same time, traditional shareholders surreptitiously gain 
more power and control. This paper examines blockchain genomic companies 
whose background description offers a better understanding of the concrete 
risks’ investors face through a case study approach. 

 Key-words
 Biotech, Blockchain, Funding, Smart Contracts, Genomics.
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